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About This Guide

This guide isntended for system administrators who will perform the
installation and quick setup of a COCKPIT4 Application Delivery
environment. It starts from the prerequisites and describes the installation
and configuration process. This guide describes enoude afptions to get
Application Delivery up and running quickly and to enable you to test that
at least one Application Delivery client user can access at least one
application through the COCKPIT4 client.

We highly recommend that you closely follow the instions provided in
this guide. The guide is organized so that you can read it from cover to
cover in order to set up your first Application Delivery experience.

After reading this guide, you may refer to thetro COCKPIT4 User Guide
for a full descriptbn of all the options in the Application Delivery
configuration process.

NOTE:

*| Fora description of Application Delivery options, you may refer tQJéte
COCKPIT4 for Application Delivery Administrator Guide

This guide contains the following chaper

9 Chapter 1, Introduction, page7, introduces the COCKPIT4
Application Delivery platform and presents the workflow for installing
and configuring the ApplicatioDelivery servers and clients.

9 Chapter 2, Installing Application Delivery Servers,pagel9,
describes how to install the servers that enable Application Delivery.

1 Chapter 3, Configuring Application Delivery Servers,page55,
describes how to configure Application Delivery servers.

9 Chapter 4, Setting Up Application Delivery Clients,page86,
describes how to install and use the Jetro Application Delivery Client
on a userds computer.

1 Index, page98
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Supportand Contacting Information

For information about Jetro Platforms and our products, visit our website at
http://www.jetroplatforms.com/

Or contact us by-eail or phone at:
1 E-mail: suppot@jetroplatforms.conor info@jp-inc.com
1 Phone:1-800-639-5516

For help using Jetro COCKPIT, you ceisit our online supportection at:
http://lwww.jetroplatforms.com/support

ConventiondJsed in this Guide

NOTE:
@ This is a note
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INTRODUCTI(

This chapter introduces the COCKPIT4 Application Delivery platform and
presents thevorkflow for installing and configuring the Application
Delivery servers and clients.

This chapter contains the following sections:

1 What is Jetro COCKPIT4?, page8

1 Experiencing Application Delivery, pagelO

9 Application Delivery Architecture, pagel2

1 Installation and Configuration Workflow, pagel8
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What is Jetro COCKPIT4?

Jetro COCKPIT4 is a comprehensive Server Based Computing (SBC)
solution for centralizing application deployment and management using
Windows Teminal Services. Software applications are installed and
managed centrally rather than on each individual desktop. The COCKPIT4
platform enables administrators to define which user groups (users) can
access which applications and when. It is easy to irstdladminister and
runs transparently to end users as a client on their desktop.

COCKPIT4 is a remotely operated and controlled virtual desktop that
enables IT personnel to standardize software usage in corporate
environment. It can be customized by amnistrator for each user and
accessed from any computer. It is a valuable management tool that enables
administrators to deploy applications quickly and easily, while enabling
users to work productively in a seamless environment.

The COCKPIT4 functiondly is enabled by its server site that provides an
application distribution client server environment.

Benefits

9 Enhances PerformanceWith Jetro COCKPIT4 more users can be
connected to each terminal server, thereby reducing the load on the
Ter mi nal Serversd6 hardware resources.

1 Improves EffectivenessCOCKPIT4 delivers the most effective load
balancing solution in Serv@ased Computing (SBC) today. With
hundreds of performance counters and numerous unigue features,
COCKPIT4 enables administiors to match the ultimate load balancing
policy for addressing the organizationb6s

1 Highly Reliable: COCKPIT4 features built in clustering and failover
with its core components.

1 Easy to Implement: The simplicity of the COCKPIT4 architecture
results in quicker implementation and easier maintenance.

1 Simple to Manage:Advanced administrator console.

=a

Competitively Priced: Jetro COCKPIT4 is an affordable solution.

I COCKPIT -On-Key: COCKPIT On Key provides access to COCKPIT
applications from a diskn-key, as well as from other portable storage
devices according to paefined parameter settings.
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T

Jetro COCKPIT4i:J et rob6s secure browser
accessSecure Browsingtreams web pages as video bitmaps so that
the content that endsers view does not contain any HTML,
JavaScript, JPEG, Flash or any other kind of internet content. In this
way, Secure Browsingnabled web browsing issilient against both
known and unknown security threats.

Complete Integrated Printing Solution: COCKPIT4 provides a
seamless user printing solution that supports both Native and Universal
printing to save and significantly lower TCO. This an optional add

on feature.

Features and Capabillities

The following is a partial list of COCKPIT4 featurasd capabilities

= =4 4 8 4 4 5 5 _5 -5 -9 -9 -9

Delivers seamless Remote Display Protocol (RDP) sessions
Publishes applications throughout #rgerprise

Runs applications on any thin client

Provides secure access to remote applications

Improves system security using encryption, Smart Card support and more
Monitors server activity in real time

Load Balances server sites that have Microsoft Trah®ervers
Maximizes and monitors the use of existing software licenses
Creates application groups, schedules and security policies
Generates usage reports

Provides serveto-client content redirection for voice mail, video and more
Improves system perforance

Provides PDF/PostScript and EMF printing solutions for applications
that enable remote applications to print on any locally available printer.
Note: This is an optional addn feature.

@ JETRO COCKPIT INTRODUCTIO| 9
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Experiencing Application Delivery
Setting up ApplicatiorDelivery

Corporate system administrators are responsible for defining (publishing)
the applications to be delivered by COCKPIT.

Administrators use the administrator console to define which of the
applications installed on corporate Terminal Servers aisée to
corporate COCKPIT4 users.

In COCKPIT, software applications are installed and managed centrally

rather than on each individual usero6s desl
enables administrators to define which users and user groups can access

which gplications, when they can access them and how they will

experience their usage.

The COCKPIT4 system then automatically handles application delivery to
COCKPIT4 clients according to these defined polices.

Enjoying Application Delivery

End users experieneeCOCKPIT4 client as a desktop that displays the
application links and application groups that have been assigned to them by
the enterprise administrator.

Applications delivered by COCKPI T4 run se:
desktop and behave in the same wayny other window on their desktop,
as follows:

1 Window: Applications run seamlessly in their own window and are
integrated into the usero6s |l ocal windows
would be if they were running locally. This is a significant advantage
over standard Server Based Computing (SBC) solutions that only
function by providing an entire desktop.

9 Copy/Paste Content can be copied and pasted between local and
remote applications

9 Desktop and Start MenuAccess:In addition to access from
COCKPI T46s application panel, COCKPI T4 a
accessed from desktop icons and the Start menu as defined by the
administrator.

10 INTRODUCTION 6 JETRO COCKPIT



9 Taskbar: The taskbar shows COCKPIT4 applications and enables
access to them ithe same way that is shows locally run applications.

1 Alt Tab: The Alt Tab keys can be used to switch between regular
applications and those delivered by COCKPIT.

1 Resizing Stack, Move, Minimizeand Maximize Wind ows:
COCKPIT4 application windows behave in the same way as regular
applications. This feature is also calledamless Windows

1 Children Windows: Child windows that are opened from COCKPIT4
application windows behave in the same way as regular windows.

1 Terminal Server and Local Applications: COCKPIT4delivers
applications either from the enterpri s
from the userods own machine. Users are
own local applications.

E IMPORTANT NOTE: For users of previous COCKPIT versions

Previous versions of COCKPIT delivered the application panel from 1
Terminal Server.

This version of COCKPIT4 delivers the application panel that appear
0KS dzaSNNa RSaidz2Ll & .NRBisrenabl&sSisers to/
immediately see the icons of the applications to which they are allow
access even before they connect to a Terminal Server. This also ens
that Terminal Server CALs (Client Access Licenses) are not wasted,
because they areat used until the end user actually launches an
application through COCKPIT4 from a Terminal Server.

QJETRO COCKPIT INTRODUCTIOI1 11



Application Delivery Architecture

The following shows a typical Application Delivery implementation and
the components that enable the secure flodatd:

Back Office Servers
ADMINISTRATION
Distant -
Users B CONSOLE u
‘ Y oSN
i _ o \6}/

q

LKL

WWW s P Terminal i \u\

5 s /f‘ oy
S hINE
Print cockpiT’ & | v \,~
CgiC"IZIrT Terminal & Controllers o y ,1'( -
; ) ervers
& V ° Y \ (VMware, Citrix)
\ Q# Active
- directory
4 \
ENTERPRISE
> NETWORK
> cockpIT
Printer

Application Delivery ArchitectureBasic System

COCKPIT4 Clients

The COCKPIT4 client an be installed on any standard
to enable the seamless operation, integration and delivery of applications
fromt he enterprisebs Ter mi nal Servers.

The COCKPIT4 client displays application links and application groups, a
shown below:

J Jetra COCKPIT4 Client - SOUPAcpt01 @ Soup1107 - Soup 108

. Connection View  Tools  Help

b4 St

Connections

=
------ % SoupT107 - Soupl 108 (0] "‘"" "‘""j
Motepad ~ Motepad TS01

-H'

Status:  Ready
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The example above shows two application groups and three local

applications. Users can click on an application or open a groufpand t

click on an application to run it. The application then runs seamlessly on the

end usero6s desktop from a Ter mi nal Serve
the COCKPIT4 Controller.

Administrators can define and control COCKPIT4 client user activities,
sud as host resolution (NAT enabled or disabled), local printing and disk
drive mapping.

COCKPIT4 Controller

What is a COCKPIT4 Controller?

The COCKPIT4 Controllemanages and monitors application delivery on
the COCKPIT4 site, as well as the relationships between all the elements in
the COCKPIT4 site servdrased computing network.

When a COCKPIT4 client connects to the COCKPIT4 Controller, the
Controller sends thelient information about the applications that can be
accessed by this user. The COCKPIT4 client then displays these
applications in its application panel, as described on the previous page. This
means that COCKPIT4 users can see the applications to which
administrators have given them access as soon as the client connects to the
COCKPIT4 Controller.

When a COCKPIT4 Controller receives a request from a COCKPIT4 client
to launch an application, it instructs the COCKPIT4 client which Terminal
Server to useaording to the applications that run on the Terminal Servers,
corporate policies and load balancing policies.

The COCKPIT4 Controller handles the provisioning of sessions between
Terminal Servers, as described in Treminal Serversection below.

@ JETRO COCKPIT INTRODUCTIO| 13



Two types of COCKPIT4 administration data are shared by the Controllers:

9 Static data, which represents the descriptions made in the COCKPIT4
Administration Console by the administrator, as described in this guide.
You can use thBackup and Restoreoption in theAdministration
branch of the COCKPIT4 Administration Console to backup and later
restore this data.

1 Dynamic data, which represents the ongoing usage and performance
status of various entities in the system, such as:

Which usetis logged onto which Terminal Servers

Which applications each user is running

The files and settings stored on the Terminal Servers

A To which printers each user has access

D

Multiple Controllers

Each COCKPIT4 site has a single primary Controlidrich stores and
manages the primary copy of the current COCKPIT4 administration data,
whereas, other Controllers in the COCKPIT4 site only hold copies of this
data for backup purposes. Wheaia is changed in the primary controller,
the same information is updated and synchronized to all of the other
Controllers in the site. Load Balancing is performed automatically between
these Controllers.

Controller Resilience

Multiple Controllers are atsused for redundancy, meaning that if the
Primary Controllefails, another Controller can be assigned the role of
primary controller. Sites that have more than two Controllers provide
additional backup according to corporagguirements.

If there is a failure in the system and the Controllers cannot synchronize
between them, both Controllers can continue to operate independently and
will automatically resynchronize their data when their connection is
restored. If during the sighronization process after a failure, the

Controllers have conflicting information, the system status of the primary
Controller will prevail.

The description of the primary Controller is dynamic, meaning that in case
of a failure of the primargZontroller, it is possible to delegate the role of
primary Controller to another Controller.

14
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Terminal Servers

Multiple Terminal Serves run applications on a COCKPIT4 site.
COCKPIT4 clients send application requests to the COCKPIT4ralter,
which instructs the COCKPIT4 client which Terminal Server to use.

The COCKPIT4 environment provides an important resource and license
saving feature calle8ession SharingcOCKPIT4 only opens a session
between a client and a Terminal Server wtihenclient actually launches an
application and not before. While this session is open, all other applications
that run from this same COCKPIT4 client and that run on this same
Terminal Serveuse this same session

COCKPIT4 Administration Console

The COXKPIT4 Administration Consolprovides the site administration

functionality and user interface described throughout this guide. The

COCKPIT4 Administration Console is typically run on the Primary

Controller, butcanalsoeasitye i nst all ed on the system a
machine. The administrator console communicates with all the other

COCKPIT4 site components, such as the Terminal Server COCKPIT4

Agents.

Using the COCKPIT4 Administration Console, an administrator can define
which users can access which applications, when they can access them and
the way that the application will function.

The main window of the COCKPIT4 Administration Console is shown
below:

| Administrator Console -

Welcome: SOUP administrator

Mg e-0- Style
‘@ | All Hosts
&1 Jly Curent COKPIT Site S @ CrefreshPeriod (s=c) 10+ 5 sl g B Mgy Search By Name: 7%

-4 Network

Diag a colimn header here to group by that column,

£ Controlers
-l Communicators Diis Name | Loading Status | Contialer | Primay C... | Temingl .. | Commun... | AD Explorer | Uriversl... | Secwe €., | Enabled/D... | Zone

] Terminal Servers | CADMZEWDLcAdmz.. | Low O oMz

- Host Groups ) ohdmets0loddnzdon g Low ¥4 O

4 zones % COCKPIT-ACROT soup.. | Low v ¥ v 4 ©  Defait

é‘ o ~ COKPITATSM s ]| Dilne v ©_ Defaut
45| System

7 15 Application Delivery
- () Secure Browsing
78 Printing

i) Reporting

£y General
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Other COCKPIT4 Options

The following describes other COCKPIT4 optin These options are not
detailed in this guide. You may refer to thetro COCKPIT4 User Guide
for more information.

COCKPIT4 Secure Connector

The COCKPIT4 Secure Connector enables remote users connecting from
an unsecured network environment to esthldisecure communication
channebetween the COCKPIT4 client and the internal restricted
COCKPIT4 site.

This option is especially suitable for enterprise employees who work at
home from time to time. It provides a secure connechiahénables access
to all required applications, but does not add that workstation to the
corporate network, nor does it share other information residing on that
workstation.

Depending on the type of request, the Secure Connector transfers the
request tohte Terminal Server or the COCKPIT4 Controller. Traffic is
encrypted and decrypted using RSA encryption.

COCKPIT4 Universal Connector

The COCKPIT4 Universal Connectisrintended for any neiindows

based workstations and RDP erabtlevices running legacy thin clients. It
provides that workstation with full acce®do COCKPIT4 functionality

inside an RDP sessiohhe COCKPIT4 Universal Connectoranages the
authentication and session state and enables reconnection to disconnected
session from various clients. Platforms include: Win32, WinCE, Win FLP,
XP Embedded Linux, Apple, Solaris and Microsoft Mobile with a suitable
RDP client.

16 INTRODUCTION 6) JETRO COCKPIT



COCKPIT4 on Key

COCKPIT4 On Key provides access to COCKPIT applications from a
disk-on-key, as well agrom other portable storage devices.

The Jetro COCKPIT4 Portable Client Packager utility enables
administrators to create a COCKPIT4 On Kdéignt executable that uses
pre-configured connection parameters. The Packager packages the
COCKPIT4 On Key client into a single executable file and creates an
autorun.inffile that can be placed on a USB disikkey. Inserting the USB
key into a desktop computer automatically launches and runs the
COCKPIT4 On Key client according to the grenfigured parameters
(unless theautorunfunction is disabled).

Removing the USB key from the computer closes the client leaving no trace
on the host computer.

@ JETRO COCKPIT INTRODUCTIO] 17



Installation and Configuration
Workflow

The following presents the workflow farstalling and configuring the
various components of a Jetro COCKPIT4 Application Delivery system.
This procedure can be performed quite quickly and may vary between
organizations.

We highly recommaenhthat you closely follow the instructions provided in
this guide. This guide is organized so that you can read it from cover to
cover in order to set up your first Application Delivery experience.

step1 Installing Application Delivery Serve Pagel9

!

Configuring Application Delivery
Serves Pagess

!

step3 Setting UpApplication Delivery Clien Page86

Step4 Testing Application Usage

'

Step2

o

9 Step 1, Installing Application Delivery Serverspagel9, describes
how to install the servers that enable Application Delivery. Application
Delivery is enabled by installing a primary Controller (and optionally a
secondary Controller) and Termirsérvers that serve the applications.

9 Step 2, Configuring Application Delivery Serverspage55, describes
how to configure Application Delivery servers.

i Step 3,Setting Up Application Delivery Clients, page86, describes
how to install the Jetro Application Delivery Cliemin a user 0s
computer.

9 Step 4, Testig Application Usage,simply launch all the applications
in order to verify that they application delivery is operating properly.

18 INTRODUCTION 6) JETRO COCKPIT



‘@) CHAPTEF

INSTALLING
APPLICATION
DELIVERY SERVEI

This chapter describes how to install the sertlesenable Application
Delivery.

This chapter contains the following sections:

i System Requirementspage20

9 Installing the COCKPIT4 Primary Controller Server , page20
9 Installing the COCKPIT4 Terminal Server Service,page49
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System Requirements

This following describes the prerequisites that must be installed before
installing the COCKPIT4 for Application Delivery components.

1

The system requires one Primary Controller and optionally may
have additional Controllers.

The swtem requires one or more Microsoft Terminal Servers. Each
Terminal Server must be a member server in one of the corporate
Active Directory domains.

The COCKPIT4 system can be installed on any machine that is
suitable for Microsoft Window Server 2003 SP2idbw Server
2008 SP1 (X86 and X64) or Window Server 2008 R2 architecture.

The COCKPIT4 system requires that Microsoft .NET Framework
3.5SP1be installed prior to the components installation

1.5 GB free disk space

Installing the COCKPIT4 Primary
ControllerServer

This section describes how to install the COCKPIT4 Primary Controller

Server.

The installation package for this server includes the following installation
components:

i COCKPIT4 -DataStore page2l, installs aData Storage server. This
setupmay also install MS Installer 4.5, SQL Server Express 2008 SP1
and MSXML 6.x, depending on what is already installed on the
machine.

T COCKPIT4 -Server, page28, installs a basic server. This setup is run
on all Jetro Application Delivery servers, regardless of their type.

I COCKPIT4 -LicenseServerpage34, installs the_icense Server.

T COCKPIT4 -AdminConsole,page4], installs the administrator
console which can be used to configure the system and to verify that the
system is runningroperly.

20 | INSTALLING APPLICATION DELIVERY@ JETRO COCKPIT



Installing DataStore

Installing DataStore installs the database for the Jetro COCKPIT4
Application Delivery system. Optionally, this process automatically detects
and installs the following components if they do aloeady exist on the
computer: Microsoft Installer 4.5, Microsoft SQL Express 2008 SP1 and

MS XML 6.
Prerequisite to the COCKPIT@ataStore:

1) The user installing thBataStorenust be a domaiadmin member
2) The administrator MUST be logged onto the consbh®@DataStore
server

}  Toinstall DataStore for COCKPIT4 for Application Delivery:

1 Copythe COCKPIT4 for Application Delivery Setup programs to a
local directory of the Windows Server 2003/2008 where COCKPIT4
for Application Delivery Controller is to biastalled.

& '.\soupdco1'Share' 4.2.0.38\ Server ;IEIE'

File Edit Yiew Favorites Tools Help | f,’
(JBack - - T ‘ - search Folders | & @ X g | [E-
Address |:| Yisoupde1)Sharel4.2.0. 381 5erver j Go
Narme -~ | Size | Type | Date Modified | Attr\butesl
E COCKPIT4-AdminConsole. exe 14,697 KB Application 3342011 4:11 PM A

13,195 KB Application 322i2011 11:36 AM A

116,155 KB  Application 3032011 113 PM B

7,135 KB  Application 332011 4:14 PM A

2 Doubleclick the DataStore setup file name®CKPIT4 -
DataStore.exe
The InstallShield Wizard displays a list of required Microsoft SQL
applications that must be installed prior to installing DataStore, as

shown below:

iy COCKPIT4 DakaStore requires the Following ikems to be installed on wour computer. Click
(=¥ Install to begin installing these requirements.

Skatus | Reguirement
Pending  Microsaft SOL Server 2005 Express SP1 (xS6 & x64Wdon]

Cancel I

Click Install to install the required programs.
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The Wizard displays the progress of the installation of the required
applications.

COCKPIT4 DataStore - Installshield Wizard

T COCEPIT4 Dakastore requires the Following ikems ko be installed on wour computer, Click
Install ko begin installing these requirements,

Status | R.equiremmenkt
Instaling  Microsaft SQL Server 2008 Express 3P (xG6 8 64w

Extracting Files |

E stracting File: wBE\zetuphagl_engine_core_inst_loc_msit 1033
Ta Directaory: chfE0c1d1299ee0624cef871 71b04a88

Installing Microsoft SOL Server 2008 Express SPL (86 _x64Wow)

Install I Cancel

22 | INSTALLING APPLICATION DELIVERYQ JETRO COCKPIT







































































































































































































































