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About This Guide 
This guide is intended for system administrators who will perform the 

installation and quick setup of a COCKPIT4 Application Delivery 

environment. It starts from the prerequisites and describes the installation 

and configuration process. This guide describes enough of the options to get 

Application Delivery up and running quickly and to enable you to test that 

at least one Application Delivery client user can access at least one 

application through the COCKPIT4 client. 

We highly recommend that you closely follow the instructions provided in 

this guide. The guide is organized so that you can read it from cover to 

cover in order to set up your first Application Delivery experience. 

After reading this guide, you may refer to the Jetro COCKPIT4 User Guide 

for a full description of all the options in the Application Delivery 

configuration process. 

 
NOTE: 

For a description of Application Delivery options, you may refer to the Jetro 
COCKPIT4 for Application Delivery Administrator Guide. 

This guide contains the following chapters:  

¶ Chapter 1, Introduction, page 7, introduces the COCKPIT4 

Application Delivery platform and presents the workflow for installing 

and configuring the Application Delivery servers and clients. 

¶ Chapter 2, Installing Application Delivery Servers, page 19, 

describes how to install the servers that enable Application Delivery. 

¶ Chapter 3, Configuring Application Delivery Servers, page 55, 

describes how to configure Application Delivery servers. 

¶ Chapter 4, Setting Up Application Delivery Clients, page 86, 

describes how to install and use the Jetro Application Delivery Client 

on a userôs computer. 

¶ Index, page 98 
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Support and Contacting Information 
For information about Jetro Platforms and our products, visit our website at 

http://www.jetroplatforms.com/ 

Or contact us by e-mail or phone at: 

¶ E-mail:  support@jetroplatforms.com or info@jp-inc.com  

¶ Phone: 1-800-639-5516 

For help using Jetro COCKPIT, you can visit our online support section at: 

http://www.jetroplatforms.com/support  

Conventions Used in this Guide 

 
NOTE: 

This is a note 
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3CHAPTER 1 

INTRODUCTION 
This chapter introduces the COCKPIT4 Application Delivery platform and 

presents the workflow for installing and configuring the Application 

Delivery servers and clients. 

This chapter contains the following sections:  

¶ What is Jetro COCKPIT4?, page 8 

¶ Experiencing Application Delivery, page 10 

¶ Application Delivery Architecture,  page 12 

¶ Installation and Configuration Workflow,  page 18 
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What is Jetro COCKPIT4? 
Jetro COCKPIT4 is a comprehensive Server Based Computing (SBC) 

solution for centralizing application deployment and management using 

Windows Terminal Services. Software applications are installed and 

managed centrally rather than on each individual desktop. The COCKPIT4 

platform enables administrators to define which user groups (users) can 

access which applications and when. It is easy to install and administer and 

runs transparently to end users as a client on their desktop.  

COCKPIT4 is a remotely operated and controlled virtual desktop that 

enables IT personnel to standardize software usage in corporate 

environment. It can be customized by an administrator for each user and 

accessed from any computer. It is a valuable management tool that enables 

administrators to deploy applications quickly and easily, while enabling 

users to work productively in a seamless environment.  

The COCKPIT4 functionality is enabled by its server site that provides an 

application distribution client server environment.  

Benefits 
¶ Enhances Performance: With Jetro COCKPIT4 more users can be 

connected to each terminal server, thereby reducing the load on the 

Terminal Serversô hardware resources. 

¶ Improves Effectiveness: COCKPIT4 delivers the most effective load 

balancing solution in Server-Based Computing (SBC) today. With 

hundreds of performance counters and numerous unique features, 

COCKPIT4 enables administrators to match the ultimate load balancing 

policy for addressing the organizationôs specific needs. 

¶ Highly Reliable: COCKPIT4 features built in clustering and failover 

with its core components. 

¶ Easy to Implement: The simplicity of the COCKPIT4 architecture 

results in quicker implementation and easier maintenance. 

¶ Simple to Manage: Advanced administrator console. 

¶ Competitively Priced: Jetro COCKPIT4 is an affordable solution.  

¶ COCKPIT -On-Key: COCKPIT On Key provides access to COCKPIT 

applications from a disk-on-key, as well as from other portable storage 

devices according to pre-defined parameter settings.  
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¶ Jetro COCKPIT4i : Jetroôs secure browser guarantees 100% safe web 

access. Secure Browsing streams web pages as video bitmaps so that 

the content that end-users view does not contain any HTML, 

JavaScript, JPEG, Flash or any other kind of internet content. In this 

way, Secure Browsing-enabled web browsing is resilient against both 

known and unknown security threats. 

¶ Complete Integrated Printing Solution: COCKPIT4 provides a 

seamless user printing solution that supports both Native and Universal 

printing to save and significantly lower TCO. This as an optional add-

on feature. 

Features and Capabilities 
The following is a partial list of COCKPIT4 features and capabilities: 

¶ Delivers seamless Remote Display Protocol (RDP) sessions 

¶ Publishes applications throughout the enterprise 

¶ Runs applications on any thin client 

¶ Provides secure access to remote applications 

¶ Improves system security using encryption, Smart Card support and more 

¶ Monitors server activity in real time 

¶ Load Balances server sites that have Microsoft Terminal Servers 

¶ Maximizes and monitors the use of existing software licenses 

¶ Creates application groups, schedules and security policies 

¶ Generates usage reports 

¶ Provides server-to-client content redirection for voice mail, video and more 

¶ Improves system performance  

¶ Provides PDF/PostScript and EMF printing solutions for applications 

that enable remote applications to print on any locally available printer. 

Note: This is an optional add-on feature.  
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Experiencing Application Delivery 

Setting up Application Delivery 
Corporate system administrators are responsible for defining (publishing) 

the applications to be delivered by COCKPIT.  

Administrators use the administrator console to define which of the 

applications installed on corporate Terminal Servers are available to 

corporate COCKPIT4 users.  

In COCKPIT, software applications are installed and managed centrally 

rather than on each individual userôs desktop. The COCKPIT4 platform 

enables administrators to define which users and user groups can access 

which applications, when they can access them and how they will 

experience their usage. 

The COCKPIT4 system then automatically handles application delivery to 

COCKPIT4 clients according to these defined polices.  

Enjoying Application Delivery 
End users experience a COCKPIT4 client as a desktop that displays the 

application links and application groups that have been assigned to them by 

the enterprise administrator.  

Applications delivered by COCKPIT4 run seamlessly on each userôs 

desktop and behave in the same way as any other window on their desktop, 

as follows:  

¶ Window: Applications run seamlessly in their own window and are 

integrated into the userôs local windows in the same way that they 

would be if they were running locally. This is a significant advantage 

over standard Server Based Computing (SBC) solutions that only 

function by providing an entire desktop. 

¶ Copy/Paste: Content can be copied and pasted between local and 

remote applications  

¶ Desktop and Start Menu Access: In addition to access from 

COCKPIT4ôs application panel, COCKPIT4 applications can be 

accessed from desktop icons and the Start menu as defined by the 

administrator. 
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¶ Taskbar: The taskbar shows COCKPIT4 applications and enables 

access to them in the same way that is shows locally run applications. 

¶ Alt Tab: The Alt Tab keys can be used to switch between regular 

applications and those delivered by COCKPIT. 

¶ Resizing, Stack, Move, Minimize and Maximize Windows: 

COCKPIT4 application windows behave in the same way as regular 

applications. This feature is also called Seamless Windows. 

¶ Children Windows: Child windows that are opened from COCKPIT4 

application windows behave in the same way as regular windows. 

¶ Terminal Server and Local Applications: COCKPIT4 delivers 

applications either from the enterpriseôs Terminal Servers or locally, 

from the userôs own machine. Users are still enabled access to their 

own local applications. 

 
IMPORTANT NOTE: For users of previous COCKPIT versions 

Previous versions of COCKPIT delivered the application panel from the 
Terminal Server. 

This version of COCKPIT4 delivers the application panel that appears on 
ǘƘŜ ǳǎŜǊΩǎ ŘŜǎƪǘƻǇ ŦǊƻƳ ǘƘŜ /h/YtL¢п /ƻƴǘǊƻƭler. This enables users to 
immediately see the icons of the applications to which they are allowed 
access even before they connect to a Terminal Server. This also ensures 
that Terminal Server CALs (Client Access Licenses) are not wasted, 
because they are not used until the end user actually launches an 
application through COCKPIT4 from a Terminal Server.  
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Application Delivery Architecture 
The following shows a typical Application Delivery implementation and 

the components that enable the secure flow of data: 

 

Application Delivery Architecture: Basic System 

COCKPIT4 Clients 
The COCKPIT4 client can be installed on any standard userôs workstation 

to enable the seamless operation, integration and delivery of applications 

from the enterpriseôs Terminal Servers. 

The COCKPIT4 client displays application links and application groups, a 

shown below: 
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The example above shows two application groups and three local 

applications. Users can click on an application or open a group and then 

click on an application to run it. The application then runs seamlessly on the 

end userôs desktop from a Terminal Server according to the definitions of 

the COCKPIT4 Controller. 

Administrators can define and control COCKPIT4 client user activities, 

such as host resolution (NAT enabled or disabled), local printing and disk 

drive mapping. 

COCKPIT4 Controller 

What is a COCKPIT4 Controller? 

The COCKPIT4 Controller manages and monitors application delivery on 

the COCKPIT4 site, as well as the relationships between all the elements in 

the COCKPIT4 site server-based computing network. 

When a COCKPIT4 client connects to the COCKPIT4 Controller, the 

Controller sends the client information about the applications that can be 

accessed by this user. The COCKPIT4 client then displays these 

applications in its application panel, as described on the previous page. This 

means that COCKPIT4 users can see the applications to which 

administrators have given them access as soon as the client connects to the 

COCKPIT4 Controller. 

When a COCKPIT4 Controller receives a request from a COCKPIT4 client 

to launch an application, it instructs the COCKPIT4 client which Terminal 

Server to use according to the applications that run on the Terminal Servers, 

corporate policies and load balancing policies. 

The COCKPIT4 Controller handles the provisioning of sessions between 

Terminal Servers, as described in the Terminal Servers section below. 
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Two types of COCKPIT4 administration data are shared by the Controllers: 

¶ Static data, which represents the descriptions made in the COCKPIT4 

Administration Console by the administrator, as described in this guide. 

You can use the Backup and Restore option in the Administration  

branch of the COCKPIT4 Administration Console to backup and later 

restore this data. 

¶ Dynamic data, which represents the ongoing usage and performance 

status of various entities in the system, such as:  

Á Which user is logged onto which Terminal Servers 

Á Which applications each user is running 

Á The files and settings stored on the Terminal Servers 

Á To which printers each user has access 

Multiple Controllers 

Each COCKPIT4 site has a single primary Controller, which stores and 

manages the primary copy of the current COCKPIT4 administration data, 

whereas, other Controllers in the COCKPIT4 site only hold copies of this 

data for backup purposes. When data is changed in the primary controller, 

the same information is updated and synchronized to all of the other 

Controllers in the site. Load Balancing is performed automatically between 

these Controllers. 

Controller Resilience 

Multiple Controllers are also used for redundancy, meaning that if the 

Primary Controller fails, another Controller can be assigned the role of 

primary controller. Sites that have more than two Controllers provide 

additional backup according to corporate requirements. 

If there is a failure in the system and the Controllers cannot synchronize 

between them, both Controllers can continue to operate independently and 

will automatically resynchronize their data when their connection is 

restored. If during the synchronization process after a failure, the 

Controllers have conflicting information, the system status of the primary 

Controller will prevail. 

The description of the primary Controller is dynamic, meaning that in case 

of a failure of the primary Controller, it is possible to delegate the role of 

primary Controller to another Controller. 
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Terminal Servers 
Multiple Terminal Servers run applications on a COCKPIT4 site. 

COCKPIT4 clients send application requests to the COCKPIT4 Controller, 

which instructs the COCKPIT4 client which Terminal Server to use. 

The COCKPIT4 environment provides an important resource and license 

saving feature called Session Sharing. COCKPIT4 only opens a session 

between a client and a Terminal Server when the client actually launches an 

application and not before. While this session is open, all other applications 

that run from this same COCKPIT4 client and that run on this same 

Terminal Server use this same session. 

COCKPIT4 Administration Console 
The COCKPIT4 Administration Console provides the site administration 

functionality and user interface described throughout this guide. The 

COCKPIT4 Administration Console is typically run on the Primary 

Controller, but can also easily be installed on the system administratorôs 

machine. The administrator console communicates with all the other 

COCKPIT4 site components, such as the Terminal Server COCKPIT4 

Agents. 

Using the COCKPIT4 Administration Console, an administrator can define 

which users can access which applications, when they can access them and 

the way that the application will function. 

The main window of the COCKPIT4 Administration Console is shown 

below: 
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Other COCKPIT4 Options 
The following describes other COCKPIT4 options. These options are not 

detailed in this guide. You may refer to the Jetro COCKPIT4 User Guide 

for more information. 

COCKPIT4 Secure Connector 

The COCKPIT4 Secure Connector enables remote users connecting from 

an unsecured network environment to establish a secure communication 

channel between the COCKPIT4 client and the internal restricted 

COCKPIT4 site. 

This option is especially suitable for enterprise employees who work at 

home from time to time. It provides a secure connection that enables access 

to all required applications, but does not add that workstation to the 

corporate network, nor does it share other information residing on that 

workstation. 

Depending on the type of request, the Secure Connector transfers the 

request to the Terminal Server or the COCKPIT4 Controller. Traffic is 

encrypted and decrypted using RSA encryption. 

COCKPIT4 Universal Connector 

The COCKPIT4 Universal Connector is intended for any non-Windows 

based workstations and RDP enabled devices running legacy thin clients. It 

provides that workstation with full access to COCKPIT4 functionality 

inside an RDP session. The COCKPIT4 Universal Connector manages the 

authentication and session state and enables reconnection to disconnected 

session from various clients. Platforms include: Win32, WinCE, Win FLP, 

XP Embedded Linux, Apple, Solaris and Microsoft Mobile with a suitable 

RDP client. 
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COCKPIT4 on Key 

COCKPIT4 On Key provides access to COCKPIT applications from a 

disk-on-key, as well as from other portable storage devices. 

The Jetro COCKPIT4 Portable Client Packager utility enables 

administrators to create a COCKPIT4 On Key client executable that uses 

pre-configured connection parameters. The Packager packages the 

COCKPIT4 On Key client into a single executable file and creates an 

autorun.inf file that can be placed on a USB disk-on-key. Inserting the USB 

key into a desktop computer automatically launches and runs the 

COCKPIT4 On Key client according to the pre-configured parameters 

(unless the autorun function is disabled).  

Removing the USB key from the computer closes the client leaving no trace 

on the host computer. 
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Installation and Configuration 
Workflow 

The following presents the workflow for installing and configuring the 

various components of a Jetro COCKPIT4 Application Delivery system. 

This procedure can be performed quite quickly and may vary between 

organizations. 

We highly recommend that you closely follow the instructions provided in 

this guide. This guide is organized so that you can read it from cover to 

cover in order to set up your first Application Delivery experience.  

Step 1

Step 2

Step 3

Step 4

 

Page 19 

Page 55 

Page 86 

 

¶ Step 1, Installing Application Delivery Servers, page 19, describes 

how to install the servers that enable Application Delivery. Application 

Delivery is enabled by installing a primary Controller (and optionally a 

secondary Controller) and Terminal Servers that serve the applications.  

¶ Step 2, Configuring Application Delivery Servers, page 55, describes 

how to configure Application Delivery servers. 

¶ Step 3, Setting Up Application Delivery Clients, page 86, describes 

how to install the Jetro Application Delivery Client on a userôs 

computer. 

¶ Step 4, Testing Application Usage, simply launch all the applications 

in order to verify that they application delivery is operating properly.  

 

Installing Application Delivery Servers 

Configuring Application Delivery  
Servers 

Setting Up Application Delivery Clients 

Testing Application Usage 
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4CHAPTER 2 

INSTALLING 
APPLICATION 
DELIVERY SERVERS 

This chapter describes how to install the servers that enable Application 

Delivery. 

This chapter contains the following sections:  

¶ System Requirements, page 20 

¶ Installing the COCKPIT4 Primary Controller Server , page 20 

¶ Installing the COCKPIT4 Terminal Server Service, page 49 
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System Requirements 
This following describes the prerequisites that must be installed before 

installing the COCKPIT4 for Application Delivery components.  

¶ The system requires one Primary Controller and optionally may 

have additional Controllers. 

¶ The system requires one or more Microsoft Terminal Servers. Each 

Terminal Server must be a member server in one of the corporate 

Active Directory domains. 

¶ The COCKPIT4 system can be installed on any machine that is 

suitable for Microsoft Window Server 2003 SP2,Window Server 

2008 SP1 (X86 and X64) or Window Server 2008 R2 architecture. 

¶ The COCKPIT4 system requires that Microsoft .NET Framework 

3.5 SP1 be installed prior to the components installation 

¶ 1.5 GB free disk space 

Installing the COCKPIT4 Primary 
Controller Server 

This section describes how to install the COCKPIT4 Primary Controller 

Server. 

The installation package for this server includes the following installation 

components:  

¶ COCKPIT4 -DataStore, page 21, installs a Data Storage server. This 

setup may also install MS Installer 4.5, SQL Server Express 2008 SP1 

and MSXML 6.x, depending on what is already installed on the 

machine. 

¶ COCKPIT4 -Server, page 28, installs a basic server. This setup is run 

on all Jetro Application Delivery servers, regardless of their type. 

¶ COCKPIT4 -LicenseServer, page 34, installs the License Server. 

¶ COCKPIT4 -AdminConsole, page 41, installs the administrator 

console which can be used to configure the system and to verify that the 

system is running properly. 
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Installing DataStore 
Installing DataStore installs the database for the Jetro COCKPIT4 

Application Delivery system. Optionally, this process automatically detects 

and installs the following components if they do not already exist on the 

computer: Microsoft Installer 4.5, Microsoft SQL Express 2008 SP1 and 

MS XML 6. 

Prerequisite to the COCKPIT4-DataStore: 

1) The user installing the DataStore must be a domain-admin member 

2) The administrator MUST be logged onto the console of the DataStore 

server 

} To install DataStore for COCKPIT4 for Application Delivery: 

1 Copy the COCKPIT4 for Application Delivery Setup programs to a 

local directory of the Windows Server 2003/2008 where COCKPIT4 

for Application Delivery Controller is to be installed. 

 

2 Double-click the DataStore setup file named COCKPIT4 -

DataStore.exe. 

The InstallShield Wizard displays a list of required Microsoft SQL 

applications that must be installed prior to installing DataStore, as 

shown below:  

 
Click Install  to install the required programs. 
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The Wizard displays the progress of the installation of the required 

applications. 

 

 

 


























































































































































