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This introduction describes
some of theCOCKPIT
advanced features and
explains how to use this guid
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COCKPIT6 s Advanced Topi cs

JetroCOCKPIT™ is a comprehensive simple-use solution that
enables enterprises to centralize application deployment and
management using/indows® Terminal Services.

The following Advanced Topics are described in this guide:
Load Balancing

DashBoard and WebBoard

Thin Clients

Printing Solution

COCKPIT Server Clustering

Content Redirection

COCKPITClient

For more information about Jet@OCKPIT visit our online
supportsection athttp://www.jetroplatforms.com/support

= 4 -4 -4 -4 A -

About this Guide

This guide describeSOCKPIT6 s a d v dures. kid f e a
intended for system administrators.

After reading this manual, you will be able to:
i Create and apply Load Balancing policies
9 Configure and use the DashBoard and WebBoard

1 Enable thin clients to perform many of the functions that are
performed a fat clients

T Implement the Jetro Printing Solution throughout the
enterprise

9 Define and us€OCKPIT Server clusters
1 Configure and use tHeOCKPIT Report Generator

9 Use Content Redirection to remotely control large data
transfers

1 Properly installCOCKPIT Clients

C-2
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http://www.jetroplatforms.com/support

This guide does not include instructions for install@QCKPIT
Server andCOCKPIT Agent software. FOEOCKPIT Server and
Agent installation instructions, see tB®CKPITInstallation
Guide

Additional Information

For more information about any dfe topics in this guide, point
your browser t o -bdsedKnawledge Basef o
http://www.jetroplatforms.com/support/main.aspcontactyour
Authorized Jetro Redel/Integrator orhie Jetro Platform support
team atsupport@jpinc.com
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Load Balancing

This chapter explains
COCKPITos | oad
logic and how to customize
load balancing policies to
optimize your
performance.

b

Chapter Contents

} Load Balancing Policies

} Load Balancing
Customization
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Load Balancing Policies

Server Load Balancinielps you optimize serveitilization and
performance. When@OCKPIT Client conrects to &£OCKPIT
Server to obtain applications assigned to it GRECKPIT Server
automatically sends to tli@OCKPIT Client a list of the other
COCKPIT Servers for automatic load balancing.

For networks with standard configurations, a-poefigured
defaut load balancing policy is automatically applied to each
Terminal Server.

For larger networks and servers with unique configurations, the
load balancing configuration interface enables you to create
multiple policies for different servers.

Session Sharing

Load balancingonserves bandwidth and optimizes application
performance by consolidating multiple applications for a single
user into a single Remote Desktop Protocol (REByi®n. The
COCKPIT Server and Agent accomplish this by using an
advanced applicatieserving algorithm. The algorithm enables

the COCKPIT Server to deliver sessions and applications
adaptively according to the current Load Degree and state of each
server.

Load Balancing



Default Load Balancing Policy

The default load balancimaplicy defines three server states:

1 Low i The server is runninigelow its optimal capacity and
can serve additional applicatis freely. The server is in "Low"

state whenever its Load Deg
setting defined in the performance policy attached to the
server.

Whil e the ser v €OCKPIEdiracts reGudsts w
for additional applications froméh s er ver 6 s c ul
t hat server, regardl ess of
then consolidates multiple applications into a single RDP
session to maximize bandwidth efficiency and performance.

1 Medium i The servehas exceeded its optimal capacity, but
can serve additional applications without degrading

performance. The server is
Load Degree is higher than
| ower than t he #fHiigthe pérformahde

policy attached to the server.

Whil e the serverCOCKPITIServeri Me d
directs new requests to ser
servers ar eCOCKPITdieots\tlde reguest to e
the server with the lowesiad Degree.

9 High 1 The servehas exceeded its maximum capacity. Any
additional applications would degrade performance below an
acceptabl e | evHil gdtafE wreneseeits v e
Load Degree is aalowetthaeaqgit
performance policy attached to the server.

Whi |l e t he HS @ gtabecCOCKPH doesmot direct
requests for new applications to the server.

This default policy is attached to each newly created server.

COCKPIT3 Advanced Topics, Jetro Platforms Ltd. Cc-7



Load Balancing In terface

The administratiof the load balancing facility is completely
integrated in the Host Center of the Whdsed administration
screen

1 You can create, modify, and delete load balancing policies
from theLoad Balancing Policiespanel and its windows.

9 You can assign policies to servers from the windows of the
Hostspanel.

T You can monitor the load status of each Terminal Server from
the Status panel.

} To access the load balancing interface

1. Log in to theCOCKPIT adminigration site at
http://<CockpitServer>/cockpit / admin

wh e ICeckpiiServer 0 i s t he COLKRT of yol
server.

2. Click theHostsicon in the Navigation bar

3. Click theLoad Balancing Policiestab. ThelLoad Balancing

Policiespanelappears.

1=l

. Host
Applications ," =

- Hosts Status Center
ey Create New
Policies

— Histo Measure
Name Description Depth Period Factor
ies [Q) W |oon | gmsimmpeee s
o | New Load
M an Palicy = B 0
se
-

Hosts m
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Creating and Editing Policies

} To create a new policy

Click Create Newin theLoad Balancing Policiespanel.

} To edit or delete a n existing policy

Select thgolicy hame in thé.oad Balancing Policiespanel. The
following window appears:

/J Loading Policy Settings - Jetro CockpIT™ - Microsoft Inter: o imf 5|
Close Save Delete
Mame: Mew Load Policy
Description: "
History
20
Depth: EN
Measure I__l
Period {sec): = ad
N
Load:
Counters

COCKPIT3 Advanced Topics, Jetro Platforms Ltd. C-9



} To add, modify or remove policy counters

Click theCounters buttonto open the Loading Policy Counters

window:

'a Loading Policy Counters - Jetro CockpIT™ - Microsoft Inter

Close

Policy Name: New Load Policy

Add New Policy Ttem

==

Category: [Memory -] Critical
value: [0 ]
Instance: | |
Counter: [pages/sec =1
Policy Ttems List
. Critical
Category Instance Counter Weight o)
Mernary Available MBytes 0
Mernory Pages/sec 1 0

Table 1 describes each parameter of the load balancing policy.
Load Balancing Customizatian pagel4 describes how these
parameters work together and how to optimize their settings.

If highervalues indicate a heavier loddr(examplePages/seg

set the weight to positivevalue.

If lowervalues indicate a heavier load (for exampleailable

Mbytes), set the weight to megativevalue.

C-10
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Table 1: Load Balancing Policy Parameters

Parameter  Descripti on

Name Name of the load balancing policy.
Description Short description of the policy.
History Number of past Load Degree values that
Depth are averaged to determine the current
Load Degree. Increase the depth to
reduce the effect of performance spikes.
Decrease the depth to increase the
effect of recent values.
Meas ure Time interval in seconds between one
Period Load Degree calculation and the next.
Default: 5 seconds
Medium Threshold level that causes the server to
Load enter into OoOmediumd s
High Load Threshold level that causes the server to
enter into ohigho st a

Counters

Host Host from which to take measurements.

Category Category of the  counter as defined by
PerfMon (Performance Monitor). ).

Instance Instance of the counter as defined by
PerfMon. .

Counter Name of the counter as defined by
PerfMon. .

Weight Relative weight for this counter
(compared to other counters).

Critical Threshold level that causes the server to

Value enter ohigho state, r
Degree. The default va lue of O is ignored.

Policy Items | List of policy items in the load policy.

List

COCKPIT3 Advanced Topics, Jetro Platforms Ltd.
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Attaching Policies to Terminal Servers

After creating a load balancing policy, attach itie appropriate
TerminalServers.

} To attach a load balancing policy to a Terminal Server

1. Click theHostsicon in the Navigation bar. Click thHéosts
tab.

2. Select the appropriate server in the Server Name column. The
Terminal Server Info window for that server appears.

I
O ' & Host Information - Jetro CockplT - Windows Internet Explorer m— e

Schedules

<>

il X>] —=r

1=l

Host
Applications "L
- [ Load Balancing Folicies || Status | Center
Palicies
Enabled Server Name IP Address(internal) IP Address(external)
@ % GUY-TS01 172.10.0.69 172.10.0.69
-t

Users Close Save Delete

Host Disabled
s [“Host Disables

Name: GUY-TS01

Monitoring

e @I

Reports Communication Port: | 13004

RDP Port: 3389
Printing

"I Dashboard Enabled

COCKPIT Configured Applications
Client

Load Policy:  Mew Load Policy - Attach
|

3. Select the appropriate policy from thead Policy pull-down
box.

4. Click theAttach button.Af t er a pausk, the me

performance policy has been attachedbo
bottom of the screen.
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Monitoring the Terminal Servers

The Statuspanel lists the current status of each server in the
COCKPITfarm and its Load Degree.

}

1

To check the status of the Terminal Servers

Click theHostsicon in the Naigation barThen click the
Statustab. TheStatuspanel lists the current status of each
server in theCOCKPITfarm and its Load Degree.

SelectAuto Refreshto refresh the data automatically every
five seconds.

To viewdata about an individual server, select the name of
that server. The Load Degre€ounter Information window
appears:

Host
Hosts |[ Load Balancing Policies | Center
Name Status Load Degree
£536Q1 Low 94.17
W & 5

- Load degree - Counter Information - Jetro CockpIT™ - Microsoft Internet Explorer

Terminal Server: C5360Q1
tow
Load Degree: 126.25
Category Instance Counter value
— = Memory Available MBytes 173.00

Memary Fages/sec 1.20
Process _Total Handle Count 11996,00
Process _Total Thread Count 535.00

Processor _Total % Processor Time 1.25

COCKPIT3 Advanced Topics, Jetro Platforms Ltd. C-13



Load Balancing Customization

Load balancingn the COCKPIT server farm is based on a
customi zable combination of | o
availability. TheloadDegidet i s ca

Load balancing policies are customized in the Loading Policy
Counters screey indicating which policy items are relevant,
and the weight and critical value for each item.

1 The specified weight determines the relative importance of
each policy item.

9 If the current value of policy item for a server is equal to or
greater than the specified critical value, the application will
not be run on that server.

The Loading Policy Counters screen supports local language
settings dynamically.

A wide variety of factors can be used @aulate the load

balancing policy. Processor time, available memory, active
sessions, files open, and login total are just a few examples of the
hundreds of load balancing counters that are available to create a
load balancing policy. Counters used inddmlancing policies

come from performance monitor countbtslt into the Windows
servers.

ad
[ 1]

Tuning a Load Balancing Policy

You canfurther customize load balancing by customizing the
following parameters for each load balancing policy: History
Depth, Measure Period (in seconds), and Server F&dtailly,
you determine which piy to attach to each terminal server.

Counter weights determine the relative significance of each
counter in a single serverods | oa
period, history depth and server factors affect how a server is

treated compared to othemgers in the farm.

C-14 Load Balancing



Dynamic Server Selection

If you request an applicatiand any server session (including the
clientTerminal Server session) is op&QCKPIT examines the
status of thse servers with an open session on which the
application can run and runs the application on the server with tt
lowest Load Degree.

If you request an application (by clicking a shortcut) and a serve
session is not yet ope@OCKPIT examines the status all the
servers on which the application can run and runs the applicatiol
on the server with the lowest Load Degree.

Calculating the Load Degree

COCKPITcompares the Load Degrees of each server in the farn
when selecting a server to deliver an appiocatThe following
algorithm is used to calculate the Load Degree for a server

[E (Counter Value * Weight)] + ¢
Counters and Counter Coefficients

Table 2: Server Load Degree Calculation

The server in this example has two counter values with weights
+2.0 and-0.5, and a Server Factor of +50.

Server Counter Counter Server Load
Name NETNE Value Weight Total Factor Deg.
Server 1 CPU 30 +2.0 +60
Free 50 -05 -25
Memory

+35 + 50 +85

Counters

Any counter in the Windows server performance monitor is
available for theCOCKPITload balancing policy. In the example
above, the specified load counters are CPU and Free Memory.

COCKPIT3 Advanced Topics, Jetro Platforms Ltd. C-15



Weights

The value of each counter is multigliey a positive or negative
Aweight o factor. I'n the tabl e

ab

Free Memory weightis0 . 5. The server6s Load

adding the Server Factor is 35.

Server Factors

A Server Factor(positive, negative, or zero) is added to the Load
Degree calculation. The result is a positive or negative Load
Degree. The Server Factor in this example is +50. The Load
Degree is calculated by adding the Servetdtado the sum of the
products obtained by multiplying each load counter by its counter
weight. For the example ifiablel, this is 50 + 35, or +85.

Calculation Factors

You can specify a Measure Perimddetermine how often Load
Degrees are calculated and a History Depttletermine how

many past calculations should be used to define the average Load
Degree of a server. For example, if History Depth igs@5, the
serverds Load Degree would be
Load Degree calculations.

Measure Period

Measure Period specifies the frequency (in seconds) at which
each counter value is calculated and avera@Q&@LCKPIT

cal cul atslead Begreesandvaeerage Load Degree every
time the Measure Period interval has elapsed.

The defaultMeasure Period is five seconds. If this value is not
changedCOCKPITc al cul ates a serverbs
average Load Opee once every five seconds. In a server farm
with more than 10 Terminal Servers and a busy network, it is
advisable to increase the Measure Period.

Server Time Out Interval

If a Terminal Server does not communicate with@@CKPIT
Server for the lengtbf time specified by th&erver Time Out
interval, the servewill be declared offine. The Server Time Out
interval is automatically set to 3 times the value of the Measure
Period.

C-16
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History Depth

Server availabilitys based on the average of a specified number
of past calculations. This prevents short peaks in server load fro
affecting load balancing. The number of past calculations is
specified by the History Depth factdtor example, if History
Depthis setto 1GCOCKPITd ef i nes t he ser ve
Degree as the average of the last 10 Load Degree calculations.

Sometimes it is best to set History Defiili. The Load Degree
will then not be based on an average.dadt the Load Degree
wi || be based on the server 0:

Set history deptho 1 if the number of users is the only factor
measured. In this case, the load balancing policy would only use
the Active Sessiongounter.The counter should have a weight of
1, a history depth of 1, and a Server Factor of O (zero). The
serverds Load Degree is equal
that server.

Medium Load, High Load, Critical Value

AiMedi um Loadd and AHi gh Load«
server will enter thenediumor high states, as described above.

Critical Valuei s t h e freaehdpolityiitamEOCKPID
will not serve new applications from a serveariy policy item in
the load balancing policy for that server exceeds its Critical
Value.

COCKPIT3 Advanced Topics, Jetro Platforms Ltd. C-17






DashBoard

Chapter Contents

} COCKPIT DashBoard
Client

} COCKPIT WebBoad

This chapter describes the
COCKPITDashBoard Client
andCOCKPIT WebBoard.
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COCKPIT DashBoard Client

The DashBoard delivers a complete remoetaBnaged desktop

from a Windows Terminal Server. Using DashBoard, enterprises
can publish applications remotely, even for users running a single
remote terminal server desktop session.

The DashBoard displays the avail
desktop or in a desktop folder. An optional Web portal can be
configured to share éhdesktop. This Web portal enables

enterprises to push information to the users.

DashBoard settings can be configured fromGRECKPIT
administration site in thBashBoard panel of the User Profile
window.

Key Benefits

1 All allowable operations can be penfned from the remote
desktop.You do not need to maintain local desktops.

9 Applications can be easily accessed via the remote desktop.

T You can keep users dp-date by publishing your intranet site
to the desktop.

1 You do not neetb maintain identical installations on the
Terminal Servers.

9 The full capabilities oCOCKPIT, including server adaptive
load balancing and printing services, can be provided via the
remote desktop.

C-20 DashBoard



How DashBoard Works

The DashBoaris a custom application served by a DashBeard
enabled Terminal Server. The application provides a user
interface tofCOCKPIT published applications. The DashBoard
server is also the primary Terminal Server for all application
requests.

The primaryserver has first priority for serving all applications to
the client. When serving multiple applicatio@QCKPIT

combines them into a single session in order to save bandwidth.
COCKPITopens a new session on another Terminal Server only
if the requestedpplication is not available or if the server is
reporting a high Load Degree, as determined by the customized
load balancing policy.

For more information, sdeoad Balancing Customizatiam
pageld.
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Dashboard Configuration

} To configure the COCKPIT DashBoard

1. On theCOCKPIT administration site, click thieostsicon on
the Navigation baand then clickheHoststab.

500 =7
1=l
Applicati "" Host
pplications 3
4 [ Load Balancing Policies || Status | Center
Policies
Enabled Server Name IP Address(internal) IP Address(external)
e 9 GUY-TS01 172.10.0.69 172.10.0.69
Schedules O
% GUY-TS02 172.10.0.55 172.10.0.55
s <>
Users
[

2. Select a server for tteOCKPIT DashBoard by selecting its
name in the Server Name column. The Terminal Server Info
window displays the current configuration data for that server

/3 Host Information - Jetro CockpIT™ - Microsoft Internet Explol P ] 5|
Close Save Delete
[ Host Disabled
MName: C536Q1
Internal IP;  [172.20.0.100 |
External IP;  [172.20.0.100 |
Communication Port: | 13004
RDP Port: 3369
¥ Dashboard Enabled
Configured Applications
Load Policy: Idefault vl Attach

3. SelecttheDashBoard Enabledoption.
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4. Create @ashBoareenabled user profile by clicking the
Homeicon, User Profilestab, andCreate Newbutton.

The User Profile window (an@lient panel) appears. In this
window, click theDashboardtab.

5. TheDashboardpanel appears. Define the new profile, select
the Enable DashBoardoption, and cliciSave

COCKPIT3 Advanced Topics, Jetro Platforms Ltd. C-23





































































































































































