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Welcome 

 Chapter Contents 

Welcome to Jetro CockpITTM. 
You have purchased a 
comprehensive solution to 
centralize application 
deployment and management 
using Windows® Terminal 
Services. This chapter 
describes some of the many 
features and explains how to 
use this manual. 

` Features and 
Capabilities 

` About this Manual 
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Features and Capabilities 

Jetro CockpITTM version 3.6 is a comprehensive easy-to-use 
solution that enables enterprises to centralize application 
deployment and management using Windows Terminal Services. 
It is valuable management tool that enables administrators to 
deploy applications quickly and easily, while enabling users to 
work productively in a completely seamless environment. 
The following is a partial list of CockpIT features and 
capabilities: 
• Delivers seamless Remote Display Protocol (RDP) sessions 
• Publishes applications throughout the enterprise 
• Runs applications on any thin client 
• Provides secure access to remote applications 
• Improves system security with encryption, Smart Card 

support, etc. 
• Provides PDF/PostScript and EMF printing solutions for 

applications 
• Enables remote applications to print on any locally available 

printer 
• Monitors server activity in real time 
• Load balances server sites that have Citrix and Microsoft 

terminal servers 
• Maximizes and monitors the use of existing software licenses 
• Creates application groups, schedules, and security policies 
• Generates usage reports 
• Provides a web-based administrator console and user interface 
• Provides server-to-client content redirection for voice mail, 

video, etc. See “Content Redirection” in the Advanced Topics 
section 

• Improves system performance  
• Provides alerts that facilitate taking preventive and corrective 

actions 
For more information about Jetro CockpIT visit our online 
support section at: http://www.jetroplatforms.com/support 

http://www.jetroplatforms.com/support


 

About this Manual 

This manual describes the CockpIT Application Server. It is 
written for system administrators. 
After reading this manual, you will be able to: 
• Publish applications to users throughout the enterprise 
• Create schedules that determine when applications are 

accessible 
• Create policies that define which users can access applications 
• Group applications into folders 
• View a complete list of users and the applications each user 

can access 
• Monitor server and application usage 
• Export usage reports to Excel and other database and billing 

programs 
• Define and modify a server’s properties 
• Activate and deactivate a server 
• Create and manage load balancing policies for the CockpIT 

server site 
This manual does not include instructions for installing CockpIT 
Server, Jetro CockpIT Agent, or Jetro Client software. For 
instructions about how to install the CockpIT system, see the 
CockpIT Installation Guide. 
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Introduction 

 Chapter Contents

This chapter explains the 
system components and 
provides the information you 
need to get started.  

` System Compon
` CockpIT Admin

Site 
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System Components 

This section describes the Jetro CockpIT Server, Jetro CockpIT 
Agent, Jetro Client, Secure Connector, and Universal Connector. 
These components enable client devices, terminal servers, and the 
Jetro CockpIT Server to communicate.  

Jetro CockpIT Server 

The CockpIT Server manages and monitors application and 
content delivery as well as the relationships between all the 
elements in a server-based computing network. It is installed on a 
Windows Server 2003 or Windows Server 2000 with Internet 
Information Server (IIS). The following is a partial list of 
CockpIT Server features: 
• Load Balancing – Directs user requests to the appropriate 

server based on load balancing policy. Beginning with version 
3.5, the load balancing policy is managed within the web-
based GUI on the Administration site. For more information, 
see “Load Balancing” in the Advanced Topics section.  

• Security Service and Scheduler Service – Maintains system 
security and controls application availability. Prevents 
unauthorized users from accessing the system and prevents 
abnormal usage by authorized users. For example, CockpIT 
can prevent access to finance software when financial markets 
are closed.  

• Monitoring Service – Enables the system administrator to 
check the status of the server-based computing site online. 
These online queries provide information about application 
usage, list which applications each user currently has open, 
and report on the status of each server. Queries can be 
customized. 

• Reporting Service – Enables the system administrator to track 
historical usage for future analysis. These reports can be 
viewed in Microsoft Excel or other spreadsheet and analysis 
programs. Reports can help you make more effective software 
upgrade decisions.  
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• Customizing Applications per User – CockpIT delivers 

application icons to each user’s Windows Start menu. 
CockpIT Server uses administrator-defined security policies to 
select which application icons are delivered to each user. 

• Publishing CockpIT Virtual Desktops – CockpIT uses 
administrator-defined security policies to customize a virtual 
desktop for each user. CockpIT Virtual Desktops contain 
folders and links to applications and information from Citrix 
Servers, other terminal servers, intranet, the Internet, and 
users’ local computers. Links can appear directly on the user’s 
desktop or be organized into folders. 

Jetro CockpIT Agent  

Every terminal server is installed with an agent. The server’s 
CockpIT Agent provides the CockpIT Server with detailed 
information about the server’s load, status, available resources 
and performance. The Jetro CockpIT Server balances loads based 
on information it receives from the agents.  
The Jetro CockpIT Agent is installed and configured by an 
Installation Wizard. This enables a new server to be added to the 
server site in minutes. For instructions about how to install a Jetro 
CockpIT Agent, see the CockpIT Installation Guide. 

Jetro CockpIT Client  

CockpIT Client software allows users to communicate with the 
CockpIT Server and other terminal servers in the CockpIT-
administered server site. Users access applications through a 
virtual desktop or through links in the user’s local Start menu.  
This technology, called Jetro DirectLINK™, enables users to 
connect to CockpIT-managed applications through links on their 
Windows desktop. A link to the user’s CockpIT Virtual Desktop 
appears in the System Tray at the lower right corner of the user’s 
desktop.   
Links to CockpIT-managed applications are also in the Windows 
Start menu in a CockpIT WebClient Applications folder or 
directly on the desktop. These links connect the user directly to 
applications without re-authorization by the server. They can also 
be dragged to the Windows desktop as desktop shortcuts. 
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CockpIT enables users to specify how their workstation should 
interact with the CockpIT Server. Administrators can define 
parameters that control activities such as host resolution (NAT 
enabled or disabled), local printing, and disk drive mapping. A set 
of these parameters is called a user profile. CockpIT Client 
software allows users to specify the user profile to use when 
communicating with CockpIT Server and the terminal server site. 
For more information, see User Profiles on page 36. 
Installing CockpIT Client is easy. Upgrading to later versions will 
be even easier when using the ActiveX installation method. The 
user will access the installation web page only once. Later, the 
client itself looks for updates and upgrades itself, if necessary.  

Jetro CockpIT Secure Connector 

CockpIT Secure Connector enables remote users connecting from 
an unsecured network environment to establish a secure 
communication channel between the client and the internal 
restricted CockpIT site. All communication is transferred via a 
Demilitarized Zone (DMZ) component called DMZ 
Communicator that acts as a “relay” service.  
The DMZ Communicator uses a single IP and port to a LAN 
component called the Secure Connector. The Secure Connector 
decrypts incoming traffic and encrypts outgoing traffic. A single 
IP address and port (for example, 443) is required from the 
Internet to the DMZ and from the DMZ to the LAN.  

CockpIT Universal Connector (CUC) 

The CockpIT Universal Connector provides any device having an 
installed RDP client with full access to a Jetro CockpIT Server. 
Features include application load balancing, application 
publishing with Jetro DashBoard™, and a complete printing 
solution with Jetro Print Terminal.  
For devices such as PDAs or Thin Clients that connect via the 
CockpIT Universal Connector, configuration only requires 
entering the appropriate Universal Connector address. For more 
information, see “Thin Clients” in the Advanced Topics section. 
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CockpIT Administrator Site 

The CockpIT Administrator site contains the controls and GUI for 
the most important CockpIT functions. Some of these functions 
are listed below:  
• Publish applications 
• Schedule application availability 
• View lists of users and applications they can access (effective 

user rights lists) 
• View load balancing information in real-time 
• Create and manage load balancing policies 
• Monitor system usage 
• Generate reports for export to Excel or other database and 

billing programs 
• Monitor print job activity 
• Manage print terminals 
• Manage Universal and Secure Connectors (CockpIT Satellites) 
• Backup and restore system data and settings 
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Accessing the Administrator Site  

To access the CockpIT Administrator site, enter the appropriate 
URL in Internet Explorer. To access the server locally, enter 
http://localhost/cockpit/admin. If you are working on a separate 
workstation, enter the name of the server in place of “localhost”, 
or http://yourserver/cockpit/admin where “yourserver” is the 
computer name of the server that is hosting CockpIT. 
The Welcome screen appears:  

 

Enter a user name and password, select the appropriate domain, 
and click the LOGIN button. The CockpIT Administrator Site 
main window appears. All of the pages in the CockpIT 
administrator site contain the site Navigation bar. 
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Main Window 

The main window contains navigation icons, panel tabs, and a 
display area. The navigation icons are links to major divisions of 
the Administrator site.  
The main window of the Administrator site has five panels: 
• Home  
• License Information 
• Server Settings 
• User Profiles 
• Quick Start Guide 

The Home panel appears after logging on to the Administrator 
site. 

 

Panel tabs

Navigation
 bar

Display
area

This panel gives you a broad overview of the current system 
situation regarding Terminal Servers, Users, and Applications. 
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Navigation Bar 

The Navigation bar has links to all sections. Icons at the top of the 
Navigation bar enable you to return to the Home page, to access 
CockpIT online help, and to log off. The Navigation bar appears 
in each section of the Administrator site.  

Home page

 

Online help

Logoff

The CockpIT online help feature is context-sensitive. It links to 
the help topic that is relevant to the display area. 
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Accessing the Quick Start Guide  

The Quick Start Guide provides information about all of the 
Administrator site divisions. This topic explains how to access the 

Quick Start Guide and contains a brief description of each 
division of the Administrator site. 

` To access the Quick Start Guide 

1. Select the Home icon  to return to the Home panel (if you 
are not already there). 

2. Click the Quick Start Guide tab. 

 

Quick Start
Guide tab

Icons on the Quick Start Guide panel are links to information 
about each division of the Administrator site:  
• Home page –  The page you view after logging on. It contains 

panel tabs for license configuration, server settings, user 
profiles and the Quick Start Guide. 

• Applications  – The application publishing section of the 
Administrator site. It allows you to publish new applications, 
define which users can access applications, group the 
applications, and enable/disable applications. 

• Security policies – Enables you to specify users or groups that 
can (Allow Mode) or cannot (Restrict Mode) access a 
specified application, application group, or user profile. 

• Schedules – Allows you to specify when an application is 
available or restricted for use. 

• Users – Displays a list of all user names and groups in the 
directory service. User names and groups are shown as 
enabled or disabled. The applications each user can access and 
a list of the members of each group can also be listed.  
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• Hosts – Displays server load balancing information in real 

time. It allows you to enable/disable a server and manage load 
balancing policies.  

• Monitoring – Displays the servers, stations, users, 
applications, and process IDs that are active in the system.  

• Reporting – Creates historical reports about system usage that 
you can export to Microsoft Excel or other database and 
billing software.  

• Printing – Manages the CockpIT Print Terminals and 
generates historical reports of printing resource usage.  
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Licensing 

 Chapter Contents

This chapter explains how 
CockpIT uses licensing. 

` What is CockpI
Licensing? 

` What is a Ticke
` Viewing Your C

License 
` Ticket Usage 
` Updating Cock

Licenses 
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What is CockpIT Licensing? 

Jetro CockpIT uses a concurrent licensing scheme. The maximum 
number of users who can log in to Jetro CockpIT at the same time 
is equal to the number of licenses installed.   

What is a Ticket? 

CockpIT uses “tickets” to track the number of users who are 
concurrently using the CockpIT Server site. When a user logs on, 
a “ticket” is generated. The number of tickets that can exist 
concurrently is equal to the number of user licenses the enterprise 
has. Each user license enables an additional user to log in to the 
CockpIT system at the same time. 
A user must have a ticket in order to request applications during a 
CockpIT session. When a user logs off or does not start an 
application before a web session Idle Session Timeout occurs, the 
ticket is revoked. The user must log in again to obtain a new 
ticket. 
A user only needs a ticket to start an application. After an 
application has been started, it will continue to run. 
An Idle Session Timeout occurs when a user has a ticket but is 
not running any server-based applications. The administrator can 
define the Idle Session Timeout interval in the User Profile 
window (see User Profiles on page 36). If the user has a ticket but 
is not running any server-based applications, the ticket will be 
revoked when the administrator-defined Idle Session Timeout 
period is exceeded. 
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Viewing Your CockpIT License 

` To view your CockpIT license 

1. Select the Home icon on the Navigation bar. 

2. Select the License Information tab in the Home section. The 
following table appears. 
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Table 1 provides a description of the License Information fields. 

Table 1 – License Information 

Field Name Description 

Customer Your company’s name as it appears in the 
license file.  

Reseller Reseller’s name as it appears in the license 
file. 

Max. 
Concurrent 
Users 

Maximum number of users who can access 
the server simultaneously. 

Usage Peak Maximum number of users who have 
accessed the CockpIT Server. Use this 
information to determine your licensing 
needs. 

Active Sessions 
Count 

Number of licenses currently in use (number 
of tickets being used). This value is an online 
status. To update this field, press F5 or click 
the Refresh icon in the Microsoft Internet 
Explorer taskbar.  
Click the View Sessions button to see which 
users are logged on to CockpIT. This displays 
a window in which you can view all user 
tickets that are currently in use. 

Expiration Date If you are running a trial version of CockpIT, 
this field displays the last day of your trial 
license. If you are an owner, this field should 
contain the value Unlimited. 

License Status This field indicates the type of license in use at 
the site. 

Set License 
Button 

Click this button to update your license data 
from a valid Jetro license file. 
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Ticket Usage 

Users require a ticket to open an application. When all of the 
enterprise’s tickets are in use, additional users cannot log in to the 
CockpIT system and request an application. Another ticket 
becomes available when a user logs off or a ticket expires due to 
an Idle Session Timeout.  

 

Users do not need a ticket to continue using an existing 
application session. 

The system administrator can view all tickets via the Active 
Sessions screen. Follow these instructions to view all of the 
tickets in use in the CockpIT System. 

` To view tickets 

1. Select the Home icon on the Navigation bar to return to the 
Welcome page and click the License Information tab. 

  

Home icon

License
Information

2. Click the View Sessions button. 
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The Active Sessions window opens. 

 

Updating CockpIT Licenses 

` To update your CockpIT license 

1. Select the Home icon on the Navigation bar. 

2. Select the License Information tab. 

  
3. Click the Set License button at the bottom of the window. 

 
4. The Import License File window enables you to import your 

updated license from the Network, from a Terminal Server, or 
from the CockpIT Server. 

 



   
Select the appropriate source. If you select Network, browse 
the network to find the license file (with a .lcs file extension). 
If you select CockpIT Server, a list of files appears, for 
example: 

 

5. Double-click the appropriate license file to update CockpIT 
Server.
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Configuring a 
CockpIT Environmen

 Chapter Content

This chapter describes how to 
configure interactions between 
the CockpIT Server and the 
directory service, user 
workstations, and terminal 
servers. All of the activities 
discussed in this chapter are 
carried out in the User Profiles 
and Server Settings panels of 
the Home page. 

` Overview of C
Configuration 

` Server Settings
` User Profiles 
` Associating Sec

Policies with U
Profile 
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Overview of CockpIT Configuration  

Jetro CockpIT integrates with network directory services to give 
the administrator greater control over the entire network operating 
environment. This chapter discusses the CockpIT Server settings 
that control how CockpIT interacts with the directory service, 
Terminal Servers, and client workstations. How to enable various 
features such as localized printing and disk drive mapping is also 
discussed. 

Server Settings  

The Server Settings panel is an interactive table that enables you 
to configure major features of the CockpIT system.   

` To access the Server Settings panel 

Click the Server Settings tab on the Home page. 

 



   
The CockpIT database stores the information provided via this 
panel. The backup section of the server settings defines when the 
database is backed up.  
Table 2 explains the fields in the Server Settings panel. 

Table 2 - Server Settings 

Field Name Description 

General 

CockpIT Version and 
Build  

Currently installed version and build 
number of Jetro CockpIT. 

CockpIT Administrators The Edit button displays the CockpIT 
Administrators Policy window that is 
used to specify the users or groups 
that have administration authority. 

Admin Site Timeout Number of minutes the CockpIT 
Administration site can remain idle 
without requiring the administrator to 
log in again.  

Security 

Enable two factor 
authentication 

If this option is available, select it to 
enable two-factor authentication for 
the CockpIT login.  

Vasco authentication  
tokens settings 

After two-factor authentication is 
enabled, click Edit to open a window 
for adding and managing your Vasco 
key set. Note: This feature is not 
available in CockpIT version 3.6. 

Restrict users to one 
workstation login 

Select this option to prevent users 
from logging on to the CockpIT from 
two or more workstations at the same 
time with the same user name. 
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Field Name Description 

User Environment 

WebBoard (user site) The Web Dashboard enables users to 
access their applications via Internet 
Explorer after installing the RDP 
WebClient (without installing the full 
CockpIT Client).  
Click the Edit button to display the 
WebBoard Profile screen that specifies 
the look and feel of the Web 
Dashboard.  
For more information, see “CockpIT 
WebBoard” in the Advanced Topics 
section. 

Processes to ignore  
when closing session 

When a user closes the CockpIT 
Client, the server verifies that no open 
processes are running. Click the Edit 
button to create or modify the list of 
processes that are not checked in 
order to decrease the time required 
for a client shut down. 
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Field Name Description 

Backup and Restore The Backup and Restore interface 
creates backup files of CockpIT data, 
or restores data from an existing 
backup file.  
To create a new backup, fill in the 
Description field and click the Create 
button.  
To delete an existing backup, click the 
Drop button next to the description of 
the backup you want to delete.  
To restore data from a backup, click 
the Restore button next to the 
description of the backup you want to 
restore.  
To restore data from an external file, 
enter the full path name of the file in 
the text box and click the Restore 
button.  
Warning! If you use the restore 
option, any changes that were made 
after the backup was created will be 
lost. 

Directory Service 
Settings 

Click Edit to display the Domain List 
window that is used to add or remove 
domains in the CockpIT system. 
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Field Name Description 

User Environment 

CockpIT Cluster 
Settings 

This interface can be used to import 
data from any other CockpIT Server. 
Data that can be imported includes: 

• Application definitions 

• User profiles 

• Schedules 

• Terminal Server host 
information  

• Load balancing policies 
To import data, click Edit to display 
the CockpIT Server Replication 
Configuration fields. Specify the 
source server name or IP address in 
the From CockpIT Server text box. 
Specify the Remoting Port number. 
Then click the Replicate button.  
After importing data, you can modify 
the IP address, Port, and Remoting 
Port values for a server in the CockpIT 
Servers Cluster List. 
Note: The Port is used for normal 
data transfer. The Remoting Port is 
used for CockpIT server cluster 
administration. 
For information about clustering 
CockpIT Servers, see “Server 
Clustering” in the Advanced Topics 
section. 
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Field Name Description 

Satellites  
(Universal and  
Secure Connectors) 

CockpIT satellite servers include the 
following components:  

• Universal Connector – enables 
access to CockpIT applications 
from any thin client. See “Thin 
Clients” in the Advanced Topics 
section. 

• Secure Connector – uses 128-
bit encryption to provide secure 
access.  

• Communicator – increases 
security by enabling external 
users to obtain secure access to 
the CockpIT site. 

Click Edit to open the CockpIT 
Satellites window. Use this window to 
add, configure, and remove satellites.  
Click the Create New button to add a 
new satellite. Edit the satellite 
properties by clicking the server name 
in the list of CockpIT satellites. The 
Secure Connector Configuration 
window appears. 
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User Profiles 

The user profile contains settings for user environment 
customization. These settings determine whether the user will 
connect using DNS names, internal IP addresses, or external IP 
addresses. The user profile also determines whether a user will be 
able to map local printers and disk drives, etc. Every user profile 
is associated with a security policy.  

` To access the User Profiles panel 

1. Select the User Profiles tab on the Welcome page of the 
Administrator site.  

 

The User Profiles panel opens. 

 

2. To create a new user profile, click the Create New button. The 
User Profile window appears. There are four panels in the 
User Profile window: 

• Client 
• Dashboard  
• Printing 
• TS Session 
The parameters in each panel are described in the following 
sections. 



   

User Profile – Client Panel 

The User Profile – Client panel contains parameters that 
determine whether the client application should start 
automatically and whether shortcuts are allowed. 
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Table 3 describes the parameters in the User Profile – Client 
panel. 

Table 3 - User Profile Settings – Client panel 

Field Name Description  

Client Auto 
Start 

If selected, the CockpIT Client starts when the 
workstation starts.  

Enable Single 
Sign On 

If selected, the CockpIT Client saves an 
encrypted copy of the password in the registry 
and automatically logs on the user when the 
client logs on. CockpIT uses the Current User 
registry hive. Therefore, each user has a 
credential cache. 

Enable Start 
Menu Shortcuts 

If selected, application shortcuts are displayed 
and synchronized when the client logs on. The 
user can select the desired application directly 
from the start menu.  

Enable Desktop 
Shortcuts 

If selected, application shortcuts are displayed 
on the user’s local desktop. 

Use Desktop 
Folder 

The application shortcuts are grouped into a 
folder on the desktop 

Desktop Folder 
Name 

Name of the application shortcuts folder 
located on the desktop. 
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User Profile – Dashboard Panel 

This panel enables you to configure the Dashboard. 

 

Table 4 explains the checkboxes and fields in this panel. 

Table 4 - User Profile – Dashboard panel 

Field Name Description  

Enable 
Dashboard 

If selected, the CockpIT Client displays the 
remote desktop of the terminal server 
managed by the CockpIT application 
launcher. If selected, all other options and 
fields on this panel are enabled. 

Server-side Alt 
+ Tab 

Pressing Alt+Tab enables the user to switch 
between applications.  By default, this option is 
not selected and Alt+Tab functionality affects 
both local and remote applications. If 
selected, Alt+Tab only affects remote 
applications for the Dashboard user’s 
convenience. 
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Field Name Description  

Windowed 
Dashboard 

If not selected, the remote desktop occupies 
the entire working area and only the remote 
task bar appears. If selected, the remote 
dashboard appears in a Windows frame on 
the remote desktop. This enables a user to 
have a remote desktop without losing access 
to the local desktop. 

Window 
Remote 
Dashboard 

If selected, the local desktop appears in a 
Windows frame. 

Hide Login 
Process 

If selected, the login process of the terminal 
server is not visible. 

Exit By Remote  
Log Off 

If selected, the CockpIT Client running on the 
local workstation is automatically closed when 
the remote session is logged off. 

Icon Alignment Enables the administrator to align application 
shortcuts above or on the left side of the 
remote Dashboard. 

Enable Portal If selected, the administrator can specify a web 
page to be displayed in a portal on the right 
side of the Dashboard. 

Portal Home 
URL 

Specifies the HTTP page to display in the 
portal alongside the Dashboard.  
Caution: URLs with dynamic content can 
degrade RDP session performance and 
bandwidth.  

Portal Width Defines the portal width as a % of the remote 
session background. 

Freeze Portal 
Width 

If selected, the user cannot change the width 
of the portal.  

For more information about the CockpIT DashBoard Client, see 
“DashBoard” in the Advanced Topics section. 
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User Profile – Printing Panel 

This panel enables you to configure the printing options. 
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Table 5 explains the checkboxes, options, and fields in this panel. 

Table 5 - User Profile Settings – Printing panel 

Field Name Description  

Enable 
Microsoft RDP 
Printing 

If selected, Microsoft RDP built-in printing is 
enabled. (By default this feature is disabled.)  

Enable 
CockpIT 
Printing 

If selected, CockpIT printing is enabled. 

Primary Printing 
Technology 

Select either PDF or EMF as the primary print 
spooling technology. 
Note: By default, only EMF printing is included 
with the CockpIT Client.  
If the application bypasses Microsoft EMF 
spooling and generates RAW print jobs, PDF 
printing is used. 

Printers 
Mapping 

Client Printers – CockpIT maps the list of local 
printers in the remote sessions to emulate the 
use of local printers in those sessions. 
CockpIT Virtual Printer – CockpIT creates a 
single virtual printer on the remote session. 
Print jobs assigned to that printer are 
redirected to the target printer using a local 
print dialog window.  
Both – Both of the other options are enabled. 
Note: If Printers Mapping is set to CockpIT 
Virtual Printer, the primary printing technology 
will be PDF even if EMF was specified. 

CockpIT Virtual  
Printer Name  

Specifies the name for the CockpIT virtual 
printer. 
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User Profile – TS Session Panel 

The fields in this panel contain configurable information on the 
Terminal Server session. 

 

Table 6 explains the checkboxes and fields in this panel. 

 Administrator’s Guide, Jetro Platforms Ltd.  A-43 



 
Table 6 - User Profile – TS Session panel 

Field Name Description  

Terminal Server 
Resolving 

Select the terminal server address that is 
provided to clients.  
By DNS Name – CockpIT will send the 
terminal server host name. 
By Internal IP – CockpIT will send the terminal 
server internal IP address that is specified in 
the Host configuration. 
By External IP – CockpIT will send the terminal 
server external IP address that is specified in 
the Host configuration. 

Enable 
Password 
Delivery 

If selected, users are logged on to the terminal 
session with the user credentials stored in the 
CockpIT Client. 

Redirect Smart 
Cards 

If selected, the Smart Card PIN number for a 
secure login is redirected. 

Redirect Disk 
Drives 

If selected, local hard drives are redirected in 
remote sessions.  
Note: This option is available only for 
Windows 2003 and later. 

Color Depth Select 8, 15, 16, or 24 for the session color 
depth.  
Note: If the Terminal Server is on a Windows 
2000 platform, the only valid option is 8 
(256-color support). 

Web Client 
Session 
Timeout 

Number of minutes of non-activity after which 
an idle client session times out. If 0 is 
specified, an idle client session does not time 
out. A value greater than 0 can be set only for 
non-Dashboard profiles. 
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Associating Security Policies with User 
Profiles 

Every user profile must be associated with a security policy. 
However, security policies do not have to be associated with a 
user profile. To change the user profile associated with a security 
policy, follow these steps. 

` To associate a security policy with a user profile 

1. Select the Home icon and click the User Profiles tab to 
display a list of the available user profiles. 

 

2. Click the name of a user profile on the list to display its User 
Profile window. Settings for the selected user profile are 
displayed in the fields of this window.  

 

3. Select the name of a Security Policy from the Security Policy 
drop-down menu. 

4. Click Save and then click Close. 
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Publishing 
Applications 

 Chapter Contents

This chapter explains how to 
publish applications with 
CockpIT. It includes 
information about defining 
application groups, creating 
schedule policies, and defining 
user access to applications.  

` Applications 
` Working with S

Policies 
` Working with S

Policies 
` Users and User 
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Applications  

CockpIT publishes local, web-based and server-based 
applications. Server-based applications are delivered in RDP 
protocol. Applications can be combined into Appliction Groups. 
Access to Applictions and Appliction Groups is controlled by 
security policies. 
Users do not need to refresh or log in again to see changes that an 
administrator makes to existing applications. Application settings 
are stored on the CockpIT Server. When users select an 
application icon, they automatically receive that application 
including any changes that the system administrator may have 
made. 
 

Creating a New Application  

` To create a new application 

1. Select the Applications icon in the Navigation bar.  

 
 

The Applications panel appears. 

 



   
2. Click the Create New button. The Application Settings screen 

appears: 

 

Table 7 describes the parameters of the Application Settings 
screen. 

3. When you finish configuring these parameters, click Save and 
Close. 

 

To run an application, you must add an application name and 
executable path, specify a security policy, and clear (uncheck) the 
Disable option. Schedule policies are discussed later in this 
chapter. 
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Table 7 – Application Settings 

Property Description 

Application 
Name 

Text string used to identify the application.  

Description Description of the application. 

Disable Select this option to disable the application. 

Executable 
Path 

The path to the application installed on the 
terminal servers. Click Browse to locate the 
file, or type the path and name in the text box.  
Note: By default, CockpIT looks for the 
application on the same path on all servers. If 
this file is not on the same path on all servers, 
create a delivery configuration profile (see 
Configuring RDP Application Delivery on page 
52). 

Working 
Directory 

Path location of the working directory used by 
the application. Click Browse to choose the 
directory location. 
Note: By default, CockpIT uses the same 
working directory on all servers. Make sure the 
working directory is the same on all servers, or 
create a delivery configuration profile (see 
Configuring RDP Application Delivery on page 
52). 



   

Property Description 

Documents / 
Parameters 

Add parameters relevant to the application or 
the path of a file that will open automatically 
whenever the application is activated (e.g.,  
a Microsoft Access database file, a Word 
document, etc.). The file must be published on 
an identical location on all of the servers or 
on a UNC path routing to a single permanent 
location (e.g.,  \\Server\Share\Document). 

Delivery 
Configuration 

By default, CockpIT will look for an 
application on all servers and use the same 
executable path.  
Use the delivery configuration feature in any 
of the following cases: 

• The application is not installed on all 
servers. 

• The application has a different executable 
path on different servers. 

Delivery configuration will also allow you to 
set a different working directory on different 
servers. 
Note: If you do not define a delivery 

configuration policy for each server, CockpIT 
will look for the application in the same 
executable path on every enabled server. 

Type RDP: The application will be activated under 
the Microsoft RDP protocol. Servers defined as 
Citrix also activate applications using this 
protocol. 
HTTP: The application is defined as a link to 
an Internet/intranet site. The application will 
be opened with the user’s local Internet 
browser. 
LOCAL: The application is installed and 
activated from the user’s local computer.  
Note: The application must either be installed 
on the same path on all client workstations or 
a path must be defined to allow this server to 
find this application. 
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Property Description 

Icon Click the Browse Icon button to select or 
extract an icon that will enable the user to 
activate this application. Icons can be 
extracted from .exe or .dll files.  
Note: Every time you add or change the 
application’s executable path, the icon 
associated with that path will become the 
default icon. If you want to use a different 
icon, you must update the icon after you 
change the executable image path. 

User Limit Limits the number of copies of an application 
that a user can run at the same time. 

Site Limit Limits the number of copies of an application 
that can run at a CockpIT site at the same 
time. 

Security Policy Select a security policy from the drop down 
menu. Applications that do not have a defined 
security policy will not be published. 

Scheduling 
Policy 

Select a scheduling policy from the drop down 
menu. 

Configuring RDP Application Delivery  

By default, CockpIT searches for an application on the same path 
on every server. Follow these instructions to configure an 
application that meets either of the following criteria:  
• The application will not be delivered from all servers  
• The application has a different path on different servers 

` To configure the application delivery 

1. Select the Applications icon on the Navigation bar.  

  
The Applications panel appears. 

2. Select the application whose settings you want to modify. That 
application appears in the Applications Settings window. 
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3. Click the Configure button to open the Delivery Configuration 

window. 

 

4. Select one or more servers to deliver the application. If no 
servers are checked, CockpIT will deliver the application from 
the enabled server that has the lowest Load Degree. If any 
server is checked, CockpIT will only deliver the application 
from the checked servers.  

The default path is the executable path defined on the previous 
page. The default folder is the working directory that was 
designated in the applications properties page. 

5. Browse for a path for a selected server by clicking the Browse 
button next to the Path field for that server. 

 

If you selected a path for a server and you want to  
re-designate the default path, unselect and then reselect the 
server. Click the Close button to exit and save changes. 
If you designated a particular executable path for a server, 
changes to the default executable file path (the executable path in 
the application properties window) will not affect that server. 
Changes to the default executable file path only affect servers if 
“default path” is designated as the installation path. 
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6. Click Browse next to the Folder field to set a working 
directory that is different from the default folder path. 

7. Specify a Limit for the number of copies of that application 
allowed to be executed on that server at the same time 

Duplicating an Application  

You can use an existing application as a template to configure a 
new application. 

` To duplicate an application 

1. Select the Applications icon on the Navigation bar. 

 
2. Select an existing application in the Applications panel. The 

selected application appears in the Application Settings 
window. 

3. Click the Copy button. The text string -1 is appended to the 
Application Name. However, if the Application Name 
already has an appended number, that number is incremented 
by 1 in order to produce a unique name. 

 
4. You can modify the new copy as described in Modifying an 

Application below. 

5. When you finish modifying the new copy, click the Save and 
Close buttons. 

Modifying an Application  

` To modify an application 

1. Select the Applications icon on the Navigation bar.  

 



   
2. Select the application that you want to modify.  

3. Modify the fields you want to change. See Table 7 on page 50 
for a description of the fields in the Application Settings 
window. 

4. Click the Save and Close buttons. 

Users do not need to refresh or log in again to see 
changes that an administrator makes to existing 
applications. Application settings are stored on the 
CockpIT Server. When users select an application icon, 
they automatically receive that application including any 
changes that the system administrator may have made. 

Deleting an Application 

` To delete an application 

1. Select the Applications icon on the Navigation bar.  

2. Select the application you want to delete. When that 
application appears in the Application Settings window, select 
the Delete button at the top of the window.  

3. Confirm the delete request.  

Application Groups 

An application group is used to organize the user’s desktop. 
Application groups are similar to file folders.  
An application can exist in one or more groups, or not exist in any 
group. When an application becomes associated with a group, it 
disappears from users’ desktops and is displayed only to users 
who have permission to access both the group and the application.  
Users can be given access to an application group even though 
they have access to only some of the applications in that group. 
The folder will appear on the user’s virtual desktop, but only the 
applications the user can access will appear when the folder is 
opened. If an application is removed from all groups, it will again 
be displayed on the desktop of all users who can access the 
application. 

 Administrator’s Guide, Jetro Platforms Ltd.  A-55 



 

Creating an Application Group 

` To create an application group 

1. Select the Applications icon on the Navigation bar.  

2. Click the Groups tab. 

 

3. Select the Create New button.  

4. Type the name for the group in the Application Group Name 
text box.  

5. Enter a description for the group (optional). 

6. Select a security policy from the drop down menu. This will 
determine which users can or cannot access the application 
group. 

7. Highlight one of the Available Applications and click the Add 
button to add it to the group. 

8. Highlight one of the Selected Applications and click the 
Remove button to remove it from the group. 

9. When the list of Selected Applications correctly specifies the 
group, click the Save and Close buttons.  
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Modifying an Application Group 

` To modify an application group  

1. Select the Applications icon on the Navigation bar. 

 
2. Click the Groups tab. The name and description of each 

existing group is listed. 

3. Select an existing group name. The Application Group 
Settings window appears. 

4. To add an application to the group, select the application in the 
Available Applications list and click the Add button. 

5. To remove an application from the group, select the 
application in the Selected Application list and click the 
Remove button. 

6. Click the Save button. 

Deleting an Application Group 

` To delete an application group  

1. Select the Applications icon on the Navigation bar.  

2. Click the Groups tab.  

3. Select the name of the group you want to delete. 

4. When that group appears in the Application Group settings 
window, click Delete and confirm the delete request. 
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Working with Security Policies 

A security policy is an administrator-generated list of users and 
user groups. Any security policy can be associated with any 
application, application group, or user profile. Administrators do 
not have to create a separate list of users and user groups for each 
application, application group, or user profile. They can reuse a 
preexisting security policy.  

Allow Mode and Restrict Mode 

A security policy can be defined in Allow Mode or Restrict 
Mode. 
In Allow Mode, the security policy allows specified users and 
user groups to access an application, application group or profile.  
In Restrict Mode, the security policy allows unselected users and 
user groups to access an application, application group, or profile.  
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Creating a Security Policy 

` To create a security policy 

1. Select the Security Policies icon on the Navigation bar. 

  
The Security Policies panel appears. 

2. Click the Create New button. The following screen appears: 

 

3. Specify a Name and Description for the new security policy. 

4. Select the Allow or Restrict option. Users in a Restrict Mode 
security policy are the only users denied access to an 
application/application group or user profile. Users in an 
Allow Mode security policy are the only users who can access 
an application/application group or user profile.  

5. Use the Add Directory Service Object interface to add the 
appropriate objects to the security policy. Select the 
appropriate Domain. 
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6. Use the drop-down list to select the Type of object to add: 

• User – You can add individual users. 
• Group – You can add administrator-defined user groups. 
• Org. Unit – An Organization Unit is a pre-defined 

collection of users, e.g., the marketing department. 
• Container – This type includes both administrator-defined 

user groups and organization units. 
7. Enter the name or prefix of the object(s) to be added and click 

the Search button. Objects that satisfy the search criteria are 
displayed or the message “No data matches this query” 
appears. 

8. Click the Add button alongside each object that you want to 
add to the security policy. 

9. Click the Save and Close buttons.  

Modifying a Security Policy 

` To modify a security policy  

1. Select the Security Policies icon on the Navigation bar.  

2. Select the name of the security policy you want to modify. The 
selected policy appears in the Security Policy Settings 
window. 

3. Use the Add Directory Service Object interface to add the 
appropriate objects to the policy as described in steps 4 - 7 
under Creating a Security Policy above. 

4. In the Policy Items list, click the Remove button alongside 
each object that you want to delete from the security policy. 

5. Click the Save and Close buttons.  



   

Deleting a Security Policy 

` To delete a security policy 

1. Select the Security Policies icon on the Navigation bar.  

2. Select the name of the security policy you want to delete. The 
selected policy appears in the Security Policy Settings 
window. 

 

3. Click the Delete button at the top of the window. The Policy 
Usage window displays all usages of the selected security 
policy. However, if no user profiles are associated with the 
selected security policy, the following message appears:  
“This policy is not in use.” 

4. Confirm by clicking the Delete button. All user profiles that 
were associated with the deleted security policy will revert to 
the default security policy. 
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Working with Schedule Policies 

Schedule policies define the periods of time when an application 
is available to users. When a schedule policy is associated with an 
application, users can run the application during the hours 
specified in the schedule policy. Schedule policies only affect 
when a user can start an application. A schedule policy cannot 
cause an application to terminate. After an application has started, 
it will not be affected by the schedule policy. 
An application does not necessarily need a schedule policy. An 
application that is not associated with a schedule policy is 
available at all times.  
A schedule policy can help the administrator meet the 
organization’s information security, system performance, and 
licensing needs. For example, an administrator can create a policy 
that denies access to an application at abnormal login times. The 
administrator can assign different work periods to each 
department for a specific application (e.g., a complex report 
generator built on a heavily-loaded database). A schedule policy 
can reduce the cost of licensing applications that are priced by the 
number of concurrent users. The scheduling mechanism is based 
solely on the clock in the Jetro CockpIT Server. 



   

Defining a Schedule Policy 

` To define a schedule policy 

1. Select the Schedules icon on the Navigation bar.  

 

 

2. Click the Create New button on the tab bar. The Schedule 
Settings window appears. 

 

3. Type a Schedule Name and an optional Description for the 
new schedule policy.  
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4. Select Restricted if applications should not be accessible 
during the Days or Hours that are checked. Otherwise, 
applications are accessible during the selected Days or Hours. 

5. Select the Days or Hours that you want to designate as 
allowed or restricted.  

6. Click the Save and Close buttons. 

Modifying a Schedule Policy 

` 

` 

To modify a schedule policy 

1. Select the Schedules icon on the Navigation bar.  

2. Select the schedule you want to modify.  

3. Make the required modifications.  

4. Click the Save and Close buttons. 

Deleting a Schedule Policy  

To delete a schedule policy 

1. Select the Schedules icon on the Navigation bar.   

2. Select the schedule you want to delete.  

3. Click the Delete button and confirm the deletion request. 

Users and User Groups 

The following information can be viewed in the User Center: 
• A list of the users for each connected domain 
• Groups and organization units (by user name) that a user is a 

member of 
• User status (active or deactivated) 
• A complete list of groups 
• A list of the members of each group 
• Applications that a user can access (effective user rights) 



   
Scroll through the user list by selecting the < (previous) and > 
(next) arrows. To navigate quickly through the list of users or 
groups, enter the first letter(s) of the user or group in the User 
Name or Group Name text box and click the Search button.  

Viewing a Complete List of Users 

` To view a complete list of users 

1. Select the Users icon on the Navigation bar. 

 
2. Click the Users tab then click the Search button. All of the 

current users will be listed. 

 

3. You can scroll through the list of users by clicking the < 
(previous) or > (next) arrows at the bottom of the screen or by 
using the User Name text box and the Search button. 

Entering a prefix in the User Name text box and clicking the 
Search button will display all of the users whose names begin 
with that prefix. 

 Administrator’s Guide, Jetro Platforms Ltd.  A-65 



 

Viewing Users and Effective User Rights 

The User Center provides the administrator with easy access to 
information about every user in the directory service. To 
determine which applications or application groups a user can 
access, click the User Applications or Member of link. The 
administrator does not need the user’s password to view this 
information.  

` To view users and effective user rights 

1. Select the Users icon on the Navigation bar.  

  
2. Click the Users tab, if it is not already highlighted in green in 

the window.  

3. Enter the name of the user you want to query in the User 
Name text box. Click the Search button. 

4. Click the User Applications link adjacent to the name of the 
user to display a list of applications the user can access. The 
User Name window appears. The Groups pull-down box 
contains the application groups this user can access. Below 
this is a list of the applications in the selected application 
group that the user can access. 
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Viewing Groups Associated with a Member 

CockpIT enables you to determine which groups and organization 
units (OUs) a user belongs to within the directory service.  

` To view groups and organizations associated with a Member 

1. Select the Users icon on the Navigation bar.  

 
2. Click the Users tab, if it is not already highlighted in green. 

3. Optionally enter the name or prefix of the user you want to 
query in the User Name text box. Click the Search button. 

4. Click the Member of link to the right of a user name to see a 
list of all of the groups and organization units that the user is a 
member of. A screen that is similar to the one shown below 
appears. 

  

 

 Administrator’s Guide, Jetro Platforms Ltd.  A-67 



 

User Groups 

The Groups panel is similar to the Users panel.  The Groups 
panel enables the administrator to view a list of the user groups in 
the directory service. Follow the instructions below to access the 
Groups panel and display the members of the server’s groups. 

` To view a list of User Groups on the server 

1. Select the Users icon on the Navigation bar.  

 
2. Select the Groups tab and click the Search button. 

3. Select the Members link adjacent to a group name to display a 
list of the group’s members. The OU (organization unit) or 
Group Name window displays the names of the members of 
the selected group. 
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CockpIT Server Farm 
Administration 

 Chapter Contents

This chapter explains how to 
administer the server farm 
including how to monitor the 
system, generate reports, work 
with the host center, and view 
server applications. 

` Monitoring Sys
Usage 

` Generating Rep
` Working with S

the Host Center
` Viewing Server

Applications 
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Monitoring System Usage 

Monitoring enables the system administrator to evaluate server 
and application activity information in real time at any moment. 
Monitoring also enables the administrator to determine which 
workstation any user is currently using.  

Viewing Activity Information 

To view activity information, select the Monitoring icon on the 
Navigation bar.   
CockpIT displays the following information: 
• All applications currently in use 
• Which server, workstation, and user is associated with each 

application 
• Session IDs 
• Whether sessions are active or the user has disconnected 

 

 



 

 

Customize System Monitoring 

To display only information about selected servers, users, or 
applications, use the monitoring filter fields.   

` To customize system monitoring 

1. Select a server or the All Servers value. 

2. Enter a user name (or prefix), leave the Users field blank, or 
accept the All Users default. 

3. Select an application or the All Applications value. 

4. Click the Query button. 

Generating Reports 

The Reports Generator enables the system administrator to 
monitor the activity history of the entire system. Reports help 
manage costs by enabling more informed decisions regarding 
software upgrades.  
Each time a user requests an application, the application’s name, 
source (server, local computer, or Web), and start time is written 
to the CockpIT database on the CockpIT Server. This information 
can be exported in CSV format and imported into Microsoft 
Excel or similar database and billing programs.  
For more information about generating reports and exporting 
report data, see “Report Generation” in the Advanced Topics 
section. 
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Working with Report Queries 

By default, only the current day’s activity appears. It is possible 
to display any range of activity by defining the start and end 
dates. It is also possible to isolate a specific server, user, or 
application.  

` To generate reports 

1. Select the Reports icon on the Navigation bar. The Reports 
panel appears: 

 
2. Customize your query by choosing values from the Server and 

Application drop down menus, entering a user name in the 
User window, specifying From and To dates, and/or using the 
scroll arrows to specify From and To Hours.  

3. Click the Query button. The results appear on the screen. 
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Backing up Reporting Data 

The CockpIT reporting module provides tools to backup, delete, 
and restore historical reporting data.  To access these features, 
click the Backups button on the Reports panel. The Reports 
Backup window appears: 

 
 

 

Data is exported to the default directory for CockpIT Server 
reports. The path of this directory is listed at the bottom of the 
Reports Backup window. The directory drive is local to the CockpIT 
Server. 

Table 8 – Backup Options 

Option Description 

Clear All 

 

Use this option to delete all reporting data.  
Use this option with care. You cannot restore 
deleted data unless it was previously backed up. 

Export (in a 
CSV format) 

Use this option to export data to a CSV file. 

Export (in a 
CSV format) 
And Clear 

Use this option to export data to a CSV file and 
delete the data in one transaction. 

Import Use this option to import data from a previous 
export.  
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Working with Servers - the Host 

Center 

The Host Center enables administrators to bring Terminal Servers 
on or offline, manage load balancing policies, and monitor current 
server loads. 

Adding Servers to the CockpIT site 
This topic explains how to add a new server to the CockpIT site.  
A CockpIT Agent is installed on each Terminal Server at the 
CockpIT site. This software agent collects workload data and 
reports it to the CockpIT Server.  

 

For information about installing a CockpIT Agent on the Terminal 
Server, see the CockpIT Installation Guide. 

Adding a Server 

` To add a server 
1. Select the Hosts icon on the Navigation bar.  

 
The Hosts panel appears.  

2. Click the Add Server button. The following screen appears. 
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3. In the Address field, enter the IP address or computer name of 
the Terminal Server. 

4. In the Port field, specify the port number that was selected for 
CockpIT communications when the CockpIT Agent was 
installed.  

5. Click the Create button. 

6. The window will close, the server will be registered on the 
CockpIT Server, and the server will be added to the list of 
servers. 

7. Follow the instructions below to activate this server and enable 
it to start serving applications. 
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Disabling or Enabling a Host Server 
This topic explains how to activate and deactivate servers. 

` To disable or enable a host 

1. Select the Hosts icon on the Navigation bar. The Hosts panel 
appears.  

2. Select the desired server. The Terminal Server Info screen 
appears: 

 

3. Select or unselect the Host Disabled checkbox, as appropriate. 

4. Click the Save and Close buttons. 
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Modifying Server Properties 

` To modify server properties 
1. Select the Hosts icon on the Navigation bar.  

2. Click the Hosts tab on the Host Center screen.  

3. Select the name of the server whose properties you want to 
modify.  

4. Make the desired changes to the settings. 

5. Click the Save and Close buttons. 

Viewing Server Applications  

Jetro CockpIT enables administrators to view the applications that 
a server can deliver. Follow these instructions to verify the 
applications that are currently available from your Terminal 
Servers.  
1. Select the Hosts icon on the Navigation bar. 

The Hosts panel appears. 
2. Select the server whose applications you want to view. 

3. Click the Configured Applications button. 

 

The name and full path of the available applications are listed. 

 

Only the names of applications that have already been published 
in CockpIT appear on this screen. 
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Attaching Load Balancing Policies 

Use the Hosts screen to select the appropriate load balancing 
policy for each server. For more information, see Managing Load 
Balancing Policies on page 79. 

` To attach load balance policies 

1. Select the Hosts icon on the Navigation bar.  

 
The Hosts panel appears. 

2. Select the server to which you want to assign a load balancing 
policy. 

3. Select the appropriate Load Policy from the drop down list. 

 

4. Click the Attach button. 

Monitoring Server Status 

The Status screen enables administrators to monitor the current 
status of each Terminal Server. This screen displays the current 
load degree and status, as defined by the load balancing policy 
attached to each server. For more information about server 
statuses, see “Load Balancing” in the Advanced Topics section. 
Follow these steps to access the Terminal Server Load Status 
screen: 

` To monitor server status 

1. Select the Hosts icon on the Navigation bar. 

2. Click the Status tab. 

3. To view the detailed report of a server’s load degree 
components, select the desired server. The Terminal Server 
Load Status screen appears. 



 

 

Managing Load Balancing Policies 

Load balancing policies are used to customize the appropriate 
load level for each Terminal Server in the CockpIT Server site. 
The default policy is configured with the most typical counters 
that are used to measure the server load.  
Use the Load Balancing Policies screen to customize the default 
policy or to create new policies for servers. For information about 
creating and tuning load balancing policies, see “Load Balancing” 
in the Advanced Topics section. 

` To manage load balancing policies 

1. Select the Hosts icon on the Navigation bar. 

2. Click the Load Balancing Policies tab. The following 
information appears: 

 
3. Click the Create New button to add a policy, or select an 

existing policy to edit. The Loading Policy Settings window 
appears. 
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4. Specify or modify the loading policy settings, as described in 

Table 9.  

Table 9 – Loading Policy Settings 

Property Description 

Name Text used to identify the policy 

Description Text used to describe the policy 

History Depth History depth determines how many 
measurements are averaged to determine 
the load factor. Increase the depth to reduce 
the effect of performance spikes. Lower the 
depth to make the server more responsive to 
recent changes. 

Measure Period Time interval between load factor readings. 

Factor Fixed quantity that is always added to the 
load factor calculation. A negative quantity 
lowers a server’s load factor and increases 
its availability. 

Medium Load Threshold level that causes the server to 
change from low to medium state. 
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Property Description 

High Load Threshold level that causes the server to 
change from medium to high state. 

Counter Options 

Counters Click the Counters button to manage 
individual load balancing policy items. 

Host Select the host to take the measurement 
from. 

Category Category of the counter as defined in the 
performance monitor (perfmon). 

Instance Instance of the counter as defined in 
perfmon. 

Counter Name of the counter as defined in perfmon. 

Weight Relative weight of this measurement. 

Critical Value Threshold level that causes the server to 
change to high state, regardless of the load 
factor. If set to 0 (the default value), this 
counter variable is ignored. 

Policy List Items List of policy items included in the load 
policy. 
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Jetro Printing 

 Chapter Content

This chapter discusses 
administrative tools for 
monitoring printing resources 
and managing CockpIT Print 
Terminals. 
 
Note: For information about the 
Jetro CockpIT printing solution, 
see “Printing Solution” in the 
Advanced Topics section. 

` Print Job Repo
` Viewing Print 

Terminals 
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Print Job Reports 

When users print documents with CockpIT,  the server stores 
details about the print job in the database. This information 
enables administrators to monitor how printing resources are 
being utilized and to manage these resources on an ongoing basis. 

Viewing Print Job Reports 

Use the Printing icon in the Navigation bar to display the Print 
Jobs Report panel with information about the current date’s print 
resource usage.  
The CockpIT Print Jobs Report panel is similar to the Reports 
window and is used in the same way. By default, the current 
day’s printing activity for all users appears.  

 

You can display printing activity for any date range by specifying 
“from” and “to” dates. To specify these dates, click the From and 
To date fields to display the pop-up monthly calendar. 
To limit a query to specified users or workstations, input the 
desired name or prefix in the User Name and/or Station Name 
field.  
After defining the query you want to make, click the Query 
button to display the results. 



 

Report Data Backups 
In the Print Jobs Report panel, click the Backups button to 
display the Print Job Report Backup window. 

 
This window enables you to backup report data for safekeeping or 
archiving and to restore data that was previously backed up.   
Print Job Report Backup window options: 
• Clear All – All print job reporting data in the database is 

deleted when you click the Clear button. 
• Export (in a CSV format) – Specify the desired date range 

and full path and name of the file to receive exported data. The 
specified data is exported when you click the Export button. 

• Export (in a CSV format) And Clear – This option is similar 
to the previous option. However, when you click the Export 
button, the specified data is also deleted from the database. 

• Import – This option imports previously exported data from 
the file whose full path and name is specified in the Path field. 

 

If a path is not specified in a Path field, the default path is  
D:\Program Files\Jetro Platforms\CockpIT\CockpitServer\Report 
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Viewing Print Terminals 

Click the Print Terminals tab to display the Print Terminals 
panel. 

 

To limit the information displayed in the panel, enter a print 
terminal name or prefix in the Name field and click the Search 
button. 

Defining a New Print Terminal 

To define a new print terminal, click the Create New button to 
display the Create Print Terminal dialog box. 

 

Specify the name or IP address of the new print terminal in the 
Address text box and specify the port number in the Port field. 
Then, click the Create button to add the new print terminal. 



 

Modifying a Print Terminal 

To add or modify data about a print terminal, or to add or drop 
printers, select the name of that print terminal in the Print 
Terminals panel. The Print Terminal Information appears: 

 

This window enables you to modify print terminal information 
and drop printers that are associated with a print terminal. If you 
successfully connect to a print terminal, you can add printers that 
should be associated with that print terminal. 
Click the Save button to save the changes that you make. 
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