COCKPIT4 Secure connector short
configuration guide.

Perquisites:

1 A computer in a DMZ with the firewall configurexallow access from the worldide
webto the DMZ Secure connector componeon port 13020
1 Port 13022 opened from the DMZ computer to th&N Secure connector component.
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Installation:

1. Obtain the COCKPFBEcureConnectr installation package.
2. Start the installation and follow the install wizard.



{3 COCKPIT4 SecureConnector - InstallShield Wizard s X|

Welcome to the InstallShield Wizard for
COCKPIT4 SecureConnector

The InstallShield(R) Wizard will install COCKPIT4
SecureConnector on your computer. To continue, click Next.

COCKP' 74

WARNING: This program is protected by copyright law and
international treaties.

Cancel I

{i COCKPIT4 SecureConnector - InstaliShield Wizard ' x|

License Agreement j.
COCKP''4
Please read the following license agreement carefully.

END-USER LICENSE AGREEMENT FOR JETRO PLATFORMS ﬂ
LTD. SOFTWARE PRODUCTDS
IMPORTANT-READ CAREFULLY:

This End-User License Agreement ("Agreement"”) is an Agreement
between vou and Jetro Platforms Ltd. (“Jetro™) for the software products,
in machine-readable, object code form only ("Software"), and the
accompanving. printed materials. and "online” or electronic documentation. |

(% T accept the terms in the license agreement! Print l

(" 1do not accept the terms in the license agreement

< Back I Next = I Cancel I
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{i# COCKPIT4 SecureConnector - InstaliShield Wizard —7
Customer Information

Please enter your information. j COCKP' "4

X|

User Mame:

I'.ﬂiindo';-.'s User

Organization:
lJetro Platforms|

Install this application for:

¢ Anyone who uses this computer (all users)
" Only for me (Windows User)

InstaliShield
< Back I Next > I Cancel I
{5 COCKPIT4 SecureConnector - InstallShield Wizard i X|
Setup Type j
KP
Choose the setup type that best suits your needs. £oc 4
Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

" Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

N

Instalisheld

Qf

< Back I Next = I Cancel




{i COCKPIT4 SecureConnector - InstallShield Wizard

, X
Ready to Install the Program
;- ; :' COCKP 4
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

< Back

Cancel I

6. When prompt enter the IP address (can be name if apipl&aof the LAN component

Secure Connectorhis address is the address as defined in your firewall configuration
depending if it is a route or a Nat configuratigrlick OK

3 DMZ Communicator Configuration 3 x|

JETRO COCKP'T4

Please select DMZ server configuration for this machine:
— Configuration

Local Port: 13020 =

Secure Connector LAN Address: ] 192.168.77.3

)

Secure Connector LAN Port: {13022

Max Thread Pool Size: I 0G0 ﬁ

7. Click Finislo end installation.
Configuration:
1. Install COCKPITkrver on the. AN component Secure Connector and add it as a host in

the admin console all hosts node, or use an existing host.



2. Select this host in the admin console network all hosts and the select the services tab,
check the Secure Connector LAN Component checkrmbgliak save.
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‘!) Host Usage

Universal Connector (Thin Clients)
[]4.7 Universal Connector

Listening Port for Thin Clients):
13021

Secure Connector (LAN Component)
$# Secure Connector

Listening Port for DMZ Communicator):
13022

Primary Controller- RS-CPT01.roadshow.dom ai




3. To enable the clients service with this connector to the zone you want them to access.
a. go to the Zones node in the admin console

select zone you want to allow access to

select the DMZ communicator tab

click add

enter a name and details

select the Zone you want

enter the public IP address and port that users will connect to from the World

Wide Web.

h. Click save

@ "oa0Qo

v Administrator Console

Recycle Bin
JETRO COCKPIT4 Welcome: RS\Administrator
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After a successful connectidrhe clientwill show that a secure connector is
availablein the site details window.
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Site Details
RoadShow - Default
Controllers

R5-CPTO1:13000

Secure connectors

192,168.77.31: 13020

Last connection was via secure connector

Cached credentials
User: RS\Administrator




Trouble &ooting:

1. To verify youconfiguration you can follow this simple steps.
a. From a computer on the World wide web telnet the Ditdnponent computer
in port 13020

b. From the DMZ Component computer telnet the LAN Secure connector
component in port 13022



